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Creative Commons

These teaching resources on the Cybersmart website’s Schools Gateway are now available to schools under Creative Commons licences.

The new licensing conditions are more flexible than existing copyright, enabling schools and teachers to use, adapt and re-publish material from the resource, without seeking permission to republish from the ACMA.

These materials have been licensed under an attribution non-commercial share alike license (BY-NC-SA). Under these licenses, the materials are available for free use and adaptation so teachers can change, translate and share new creations with other teachers and students.
Copyright Notice

Source: © Commonwealth of Australia 2009
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This work is based on materials that constitute copyright of the Commonwealth of Australia and is licensed under a Creative Commons Attribution Non-Commercial Share Alike 2.5 Australia Licence.

Disclaimer: The ACMA has taken reasonable care to ensure the information in this work is correct and accurate at the time of publication. However, the ACMA makes no warranties regarding the correctness of the information at later dates, and disclaims liability for damages resulting from its use. The ACMA recommends that users exercise their own independent skill and judgment when using this work and carefully evaluate the accuracy, currency, completeness and relevance of the material for their purposes.

The ACMA requests that if you republish this work, you notify the ACMA by email at: cybersafety@acma.gov.au  including a link to the republished work. This is to assist us in tracking the uptake of our works and the innovative uses that our licensees are making of our works.

See: http://www.cybersmart.gov.au/Legal/Copyright.aspx for more information
Unit of Work—Middle secondary ages 14–15
I am what I post—emerging online leaders
Introduction

The internet provides a wealth of opportunities to communicate, collaborate and engage with diverse audiences. Unlike the traditional mass media, the internet and readily available digital tools allow people to be both consumers and creators of content. Learning about ownership of digital content and the rules and laws governing internet use can, in part, help students to contribute to ethical, respectful and responsible internet use. 

This unit covers the following topics: 

· copyright

· plagiarism

· illegal downloads.

Teachers should review all suggested websites, videos and other digital content before use in the classroom to ensure that it meets school guidelines and student needs.

Before you start

Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website at www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on young people and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA’s research. 
Unit overview

Aims

This unit aims to help students to increase their understanding of the rights and responsibilities that are a part of ethical internet use, including respecting copyright and acknowledging the impact of plagiarism and illegal downloading.
Objectives

By the end of this unit, students will be able to: 

· explain key responsibilities in relation to using the internet ethically in the context of using content developed by other people

· understand how to avoid plagiarism

· understand the potential consequences of illegal downloads for themselves and others.

Length of time required for lessons

6 x 45 minute lessons (approx.)

Key concepts

To check how these concepts apply to your learning program, explore Learning pathways middle secondary in the Teacher resources section on the ACMA Cybersmart website at www.cybersmart.gov.au/schools.aspx.

Curriculum and learning resources links

National curriculum connections

Values Education

· National Values Education website with the Nine Values for Australian Schooling.
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian school
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT

· Middle secondary—Year 9 statement from
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT

Students understand how ICT can be used to enhance interpersonal relationships and how it can be used to emphasise people in other places and situations.

They have opportunities to select different digital media, apply suitable or agreed communication conventions and protocols, and to develop their own image and identity or that of a group. They acknowledge feedback and reflect on their use of ICT to communicate in a range of contexts.

Ethics, issues and ICT

Students have opportunities to apply codes of practice and meet expectations regarding responsible practices. Students use agreed principles to review their use of ICT in terms of safety, ethical practice, legality and responsibility. They apply principles that acknowledge ownership of digital information and develop an awareness of legislation surrounding digital theft and plagiarism.

Cross curriculum links

This unit of work can be used in any of the following subjects and topic areas:

· English
· media studies
· ICT
· communication
· SOSE 

· the arts.

Lesson resources

Technical resources

Computers

Websites

· All Right to Copy 
www.activated.act.edu.au 

· Cybersmart 
cybersmart.gov.au/Teens.aspx
· Stay Smart Online 
www.staysmartonline.gov.au
· Frank Hardcase 
www.frankhardcase.com.au/ 
The ACMA resources

Wise Up to IT
www.wiseuptoit.com.au
All resources from the ACMA can be ordered online at cybersafety@acma.gov.au. 
Learning activities

Focus questions

· How and why am I personally responsible for appropriate, ethical and respectful use of the internet? 

Contributing questions

· What are my rights and responsibilities in relation to appropriate, respectful and ethical internet use?

· How and why should I use my knowledge of internet protocols to develop a code of conduct and procedures on personal internet use that cover copyright, plagiarism and illegal downloads?

Plagiarism
Overview
The internet provides ready access to digital tools that enable people to readily create or synthesise online content including text, music and images. However, often they do not realise how serious it is to copy or to use the creative work of others. 

Taking someone’s work and pretending that it is yours or using their work without acknowledging who created it is like stealing. In some cases, people face fines or are sued for plagiarism. To avoid plagiarism students need to understand how to reference a work correctly.

Topic starter
Show video clips from the ‘All Right to Copy’ section of the ACT Department of Education, Youth and Family Services website at activated.act.edu.au/copyright/artc/index.htm. In the videos, two students, Donna and Joe, are trying to put together a website for a web design competition. Along the way they confront the issues of seeking permission to use other people’s work in their project including text, images, film and website referencing. They also learn how to avoid plagiarism.

Class discussion and activity
Discuss with students the meaning of the word ‘plagiarism’. For example:

· unethical or unfair use of other people’s work

· using or allowing others to think that words, productions or other content that was created by someone else is your own work

· taking content from a source and letting people think it is your new or original work.

Ask students to work in pairs to list two or three reasons why plagiarism is unfair to a content owner. 

As a class, brainstorm ways that plagiarism can be avoided, such as:

· taking care not to submit the work of other people as though it is your own work

· providing credit to the originator of words or ideas and giving details about the source of any content created by someone else

· using quotation marks to show if words were written or spoken by someone else.

Display, discuss and clarify a definition of plagiarism, such as: ‘Plagiarism involves the theft of someone’s work. It also involves fraud, by lying about or omitting to acknowledge the source of the material.’

Copyright
Overview
Copyright protects a content owner’s rights to use or exploit a work. People who own a work such as music, an article or an image can decide how that work can be used through copyright. For example, they may wish to allow their work to be used free for education but it cannot be sold on. How a work is used by a content consumer is subject to its licence.

Students need to understand that a work is subject to copyright, and that they may seek to access and use that work in keeping with its licence or under the exemptions in the copyright act. As content creators, they may wish to protect their rights as the owner and apply a licence to their work.

Topic starter
Ask students to look at the information on copyright on the ‘All Right to Copy’ section at activated.act.edu.au/copyright/artc/index.htm and to complete the quiz to assess their understanding.

Activity in pairs
The video ‘Ownership’ produced by the Department of Broadband, Communications and the Digital Economy is available in the Budd:e secondary school module at www.staysmartonline.gov.au/budd-e/secondary/index.html. It provides an overview of ownership from both the content creator and consumer perspectives.

Ask the students to watch the video on ownership and consider the following questions:

· What is copyright?

· What are the responsibilities of content consumers?

· Why are some content creators happy for their work to be shared?

· Why do people want to be acknowledged for their work?

· Why can’t you post someone else’s work online?

· Who should make money out of a work? 

Illegal downloads
Overview
The use of the internet to download music, games, films and other forms of entertainment or content raises many complicated and controversial issues in relation to ethics and the violation of copyright. 

Educating students about the legal and ethical aspects of illegal downloading offers the best opportunity to minimise the ethics gap that allows otherwise law-abiding young people to break the rules.

Topic starter
As a class, brainstorm titles of content that students have recently downloaded using the internet.

Have students form small groups to select six different types of content from the class list, such as information from a website, music or a game, and work together to complete a chart such as the one that follows.

	Type of content
	Title of content
	Who created the content?
	Who owns the content?
	Was permission given for you to download the content?
	Is it legal or illegal for you to download this content? Why?

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Class discussion
Provide students with the following scenario: 

A group of young people formed a band. They worked hard to save enough money to record their songs to create a CD. They then posted one of the songs for free download on a website to promote their album, which is available for purchase. You really like the song.

As a class, discuss: Is it fair to download the band’s album from a peer-to-peer website onto your MP3 player without buying the CD?

Activity in pairs
The video ‘Sharing’ produced by the Department of Broadband, Communications and the Digital Economy is available in the Budd:e secondary school module at www.staysmartonline.gov.au/budd-e/secondary/index.html. It provides an overview of sharing content via peer-to-peer networks.

Ask the students to watch the video on sharing and to list the major points made in the video.

Class activity
Have the class debate: ‘Use of peer-to-peer file-sharing services to illegally download films and other digital content is unfair to the creators.’

Have the students use their notes on the video ‘Sharing’ to inform the debate. 

Point out to students that use of peer-to-peer file-sharing services to download content is not only often illegal, it threatens the livelihoods of people. Discuss who can be affected and how. 

In addition, file sharing can open your computer, enabling people to ‘see’ your files including personal information or content, including photos and videos, which can lead to identity theft or inappropriate postings and can also allow viruses, worms, and trojans to invade your computer.
Web activity
Encourage students to view the Frank Hardcase animation found at www.frankhardcase.com.au.
This animation is part of a Crime Stoppers Australia initiative against music piracy. It features animated character Frank Hardcase, an investigative journalist whose light-hearted but insightful reports provoke students to consider the effects of illegal file sharing. In this episode, Frank interviews Jason, a young music fan unaware of the effect his illegal downloads might be having on his favourite artists, and Sassy, a singer who has been forced to give up her dream of becoming a professional musician after her debut album failed to sell because it was illegally file shared. 

The campaign also involved a school competition based around the animation. While this has closed, competition requirements could be used as an in-class challenge. Students could be invited to create an anti-piracy awareness campaign fashioned on the Frank Hardcase animation and characters.

Watch a video
Provide opportunities for students to engage with the video ‘What the?’ found at www.wiseuptoit.com.au.
In this video, the boy’s computer takes ages to load programs and open files, and he is bombarded with pop-ups. His internet settings have changed and strange things are happening to his email and online accounts. The computer has spyware—malicious software that spies on his every move. Discuss the following questions:

· What happened?

· Why did it happen?

· What type of content was the boy downloading?

· How does downloading illegal content pose risks to e-security?
· What did the boy do to protect himself and his computer?

· How can you protect yourself from this sort of thing?

· What other problems might be associated with illegal downloading?

A lesson plan and student handout is available to support this video.

Going further
Australian songwriters and musicians discuss the realities of life as an artist. See the video at 
www.in-tune.com.au/Content.aspx?PageID=163. 
‘Nothing beats the real thing’ provided by the IP Awareness Trust and created by the Australian Teachers of Media at www.copyrightorcopywrong.info considers film piracy, illegal downloading and copyright. The site contains a number of teaching resources.

‘Smart Copying: the official guide to copyright issues for Australian schools and TAFEs’ from the Copyright Advisory Group of the Ministerial Council on Education, Employment and Youth Affairs provides national copyright guidelines, FAQs and information sheets at www.smartcopying.edu.au/scw/go/pid/862.

The Australian Copyright Council at www.copyright.org.au is an independent non-profit organisation that provides information, advice and training about copyright in Australia. It produces publications, conducts research and makes submissions on copyright policy issues.

The MyBytes website at www.mybytes.com allows young people to find out firsthand why it is important to have the right to receive credit for your idea when you create something and to have a say in how others use it. The MyBytes Music Mixer and Showcase is designed to help young people to see how this works for musicians, filmmakers, video game programmers and other creative people. It also provides interviews with creative professionals and students, and stories to help users understand the value of protecting creative rights, and what it means to be a good digital citizen.

The creative commons website at www.creativecommons.org.au contains information on licensing your work so that others can build on it in a way that is consistent with the laws of copyright.
For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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