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Common cybersafety issue
Unwanted contact: keeping children and young people safe
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Unwanted contact:
keeping children and young people safe
Helping students stay safe online
The internet enables children and young people to learn, communicate, research, collaborate and create communities with other people. While research and learning are very valid and popular internet uses, there is often more appeal for young people in the many online applications that enable them to communicate with existing friends and expand their social networks by making new friends with shared interests.

Students interact online with others through their use of:
· social networking sites such as MySpace and Facebook

· chat programs such as MSN

· special interest websites where interactions occur through blogs and wikis

· virtual worlds such as Habbo Hotel and Club Penguin

· content creation and sharing sites such as YouTube and Flickr 

· gaming sites, such as World of Warcraft and Second Life, that allow the users to establish teams or guilds with other online players as they follow quests.
Detailed information about these technologies is available within the Technology guides in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx provides videos of children and young people explaining how they use technologies at different ages and the importance of technology within their lives.

Children and young people can interact online with people they know in ‘real life’, as well as people they don’t know or have not met, such as a ‘friend of a friend’. While online social interactions with both known individuals and strangers can be enriching for children and young people, presenting them with different perspectives and providing a breadth of communication experiences, unfortunately not everyone online behaves responsibly or ethically.

It is possible for individuals to be deceptive about their true identity online. For example, adults can pretend to be young people and communicate with young people in chat rooms or discussion groups. Young people can also imitate each other online, potentially misrepresenting each other for malicious purposes including cyberbullying.

Educating children and young people about the potential threats posed by unscrupulous individuals online will assist them to identify warning signs and protect themselves from unwanted online contact. 
How unwanted contact occurs online
Unwanted contact may occur when children or young people do not use adequate privacy controls to protect their online content or if they don’t use appropriate discretion when deciding who to communicate with and what to disclose online. 

As the internet provides anonymity and a sense of community, it can facilitate an early trust and intimacy not typical in offline relationships. For example, online games encourage communication and collaboration between players who may be from a range of locations, backgrounds and ages. While this enhanced communication is generally positive, there is also the possibility of individuals communicating with those they might not choose to engage within their online lives. 

On social networking sites and chat rooms, some younger users bypass recommended age restrictions to set up profiles. This means they may be engaging in an environment primarily created for older users.

For many young people, particularly girls, the internet is a critical social tool for maintaining peer and friendship groups, allowing images and information to be readily shared with others. However, if privacy controls are not adequately used, shared intimate details and images may reach a broader audience than originally intended, potentially drawing unwanted attention from the broader peer group or strangers. This can include unwanted sexual attention. Information can also be misused by perpetrators of cyberbullying.
Types of unwanted contact
Unwanted contact may be in the form of online harassment and cyberbullying. Less frequently, but with potentially very serious consequences, it can also take the form of online child sex exploitation, including ‘grooming’ behaviours and sexual solicitation. 

More information about online harassment and cyberbullying and how to address it is within Cyberbullying in Cybersafety issues of the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Sexual solicitation
Sexual solicitation is defined as an online communication where someone is asked to engage in a sexual conversation or activity or to send a sexually explicit image or information. Perpetrators of sexual solicitation may be adults. They may also be of similar age to the intended recipient of the messages. 

Online grooming
Online grooming is the illegal act of an adult or adults acting inappropriately with or towards a young person, or seeking a young person for sexual purposes in an online environment. More information is available from the Australian Federal Police www.afp.gov.au/national/child_protection_operations/online_child_sex_exploitation.html, which investigates suspected cases of online grooming. 
Deterring inappropriate or unwanted contact
Sharing personal information, photos and details of planned events in publicly accessible forums may leave young people more vulnerable to unwanted contact.

Using privacy settings
To help manage the risk that they may experience unwanted contact, children and young people should be encouraged to only share personally identifiable details with people they personally know, and to use privacy settings to restrict access to information by others.

Keeping social networking sites private
Social networking sites allow individuals to set up a personal profile, which might include their full name, interests, location and photos. Users can choose the level of information they provide in their profile. Social networking sites provide the opportunity to contact friends and keep each other updated on daily activities, either publicly or privately. Most social networking sites have age guidelines, requiring users to be of a certain age. However, students can and do fabricate their ages.  

While most social networking sites feature blocking and privacy settings that allow a profile to be set to ‘private’, and therefore only accessible to known and approved contacts or friends, young people may decide not to use this setting. If profiles are set to ‘public’ it is possible for anyone to make contact or view their profile. Public profiles are also searchable by keywords such as name, address or school. 

Keeping safe in virtual worlds and gaming websites
Online identities can be created for online environments including public sites and protected profile sites. While some people use their real names online, many identify themselves using a pseudonym with varying degrees of identifiable information. Children and young people should be encouraged to use pseudonyms.

Inform a trusted adult when sharing personal information
While many children and young people will agree to and even enjoy the use of pseudonyms or avatars for many online activities, some will want to disclose personal information for the purposes of enriching relationships, demonstrating trust in others, and seeking attention. For example, creative students will want credit for online films they have shared.

It is therefore unrealistic to assume that children and young people will never disclose their personal information online. It is important that children and young people are encouraged to share details about where they are sharing their information and the kinds of people they are communicating with.  

Encouraging discussion of online activities from an early age and providing a trusted ‘Cybersafety contact person’ for all students with online concerns is an important step to help provide a safety net for students.

Brief tips for children and young people
Schools can provide the following quick tips to children and young people in need of guidance on this issue. Alternatively, age appropriate information and resources are available from the Parents, Young kids, Kids and Teens sections of the ACMA Cybersmart website www.cybersmart.gov.au. 
Tips for young people
When to think about blocking somebody or seeking help
Consider blocking an online contact or seeking help if:

· they make you feel uncomfortable at times because of the language they use, the information they seek, things they talk about or over-friendliness. Follow your gut instinct and cut them off—there are plenty more friends out there.

· you feel communicating with them is risky
· they are seeking a lot of personal information including contact details
· they are particularly interested in photos of you
· they are asking to meet you and keen to meet you alone without you informing anyone else
· they seem to want to be your closest friend 

· they seem jealous of your other friends and/or try to dominate your time
· they send intimate or sexual messages or images
· they seem overly friendly and flattering compared with other online contacts.

Before adding a contact to your profile or agreeing to add someone to your chat list, ask yourself:
· Who are they really?

· How do I know them? Do I know them offline? Do any of my good friends or family know them offline? 

· Are you sure they are who they claim to be?

· Do I want to be their friend?
Remember to be cautious with any new contacts you make online in the same way you would be when meeting people offline.

Managing unwanted contact
If someone’s behaviour online is making you feel uncomfortable or worried:

· tell them you feel uncomfortable and ask them to stop (they may not have realised what their behaviour was doing to you)

· save their details, including their username, the messages they have sent and the date and time they were sent

· block them if they continue

· report them to a teacher, parents, older sibling or other trusted adult.

Protect yourself by:
· choosing gender-neutral screen names that do not contain sexually explicit words or personal information

· using privacy settings to block access by strangers

· being respectful of friends’ personal information, including party details

· trusting your instincts and cutting off any suspect contacts that make you feel uncomfortable or ‘wrong’.
The role of schools in addressing unwanted contact

Managing unwanted contact—rules for schools
The following simple rules may be discussed with students and parents, amended according to the school’s needs, and posted within classrooms to provide age-appropriate reminders of general rules of engagement when online.
Rules for students
As many students are still developing skills in terms of being able to make safe and responsible judgements online and offline, it is often useful to provide clear-cut rules for students to follow to minimise the likelihood of unwanted contact occurring.
Rules for primary students
· Do not communicate or share personal contact details with ‘strangers’ — that is, someone you don’t know in real life. Don’t allow strangers into your contacts list on IM or email.

· Check with a parent when adding a new contact to your online social network. 

· Ask a parent to assist with the setting up of a new account.

· Don’t agree to meet someone you have met online in real life (unless your parent agrees and comes with you). 

Rules for secondary students
· Reflect on how this person was introduced. If, for example, they are the friend of a friend in a gaming site, how well do you really know them? Only agree to share your profile with them if you are very sure they are who they say they are.

· Monitor this person’s online presence, including their profile, network and communications.

· Monitor the tone and content of communications.

· Seek your parents’ approval and meet in a public place if they ask you to meet offline.
Establishing a cybersafety team 

The establishment of a specific cybersafety team can greatly assist with the implementation of a holistic and consistent approach to cybersafety practices within the school, and to assist students to understand and manage the appropriate use of personal information online.

The cybersafety team would lead cybersafety issues, auditing schools policies and procedures and establishing and embedding new policies and procedures to enhance schoolwide cybersafety behaviours. This is explored further in Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Establishing a cybersafety contact person

It may be useful for schools to establish a cybersafety contact person that students can report online concerns with. This role should be promoted to staff, students and parents and ideally would provide non-judgemental guidance to students and liaise between students and parents on issues concerning student safety and wellbeing. The student welfare officer may fulfil this role and the person may be a member of the cybersafety team.
Educating students
Teacher resources in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx provides links to comprehensive resources to assist schools to educate children and young people about the use of personal information online and how to recognise and manage unwanted contact online.

Educating parents
Encouraging a partnership between parents and the school is an important part of dealing holistically and effectively with problems involving unwanted contact. A newsletter article on the school’s unwanted contact policy and a link to supporting parent information, provided in the Parents section of the ACMA Cybersmart website www.cybersmart.gov.au, is a simple way to promote clear communication about dealing with unwanted contact.
Schools may also like to book a free Internet Safety Awareness Presentation at Book school seminars section in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx for parents.
Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 
These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The  program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Resources and links
Assistance and information 

· The Cybersafety Contact Centre can provide general cybersafety information. Phone 1800 880 176.

· The Kids Helpline www.kidshelp.com.au provides confidential support and assistance to children and young people with concerns about their online safety. Phone 1800 551 800. 

· If you suspect a child or young person is subject to online grooming you should report concerns to the Australian Federal Police www.afp.gov.au/national/child_protection_operations/online_child_sex_exploitation.html.
· If there are concerns about a child or young person’s immediate safety call Triple Zero (000).

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 

These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The  program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Policies and procedures

Cybersafety policies and procedures have been developed by many education departments and offices across the States and territories. A list of all available policies and procedures is available within Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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