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Common cybersafety issues
Excessive use of the internet
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Excessive use of the internet
To many parents and educators, it seems as though children and young people are constantly online. Often they seem to be completing more than one task at a time; for example, downloading and listening to music while studying and chatting with friends or sending messages on their mobile phones.
This section of the website provides general guidance about identifying potentially excessive internet use. It discusses possible warning signs and what schools can do to take action.
The internet—a valuable social and educational resource
The internet provides a critical social and educational link for many children and young people. From an educational perspective, it provides easy access to research articles, peer-reviewed articles and the opportunity to interact directly with others. 
For many students, the internet can provide a simpler, more accessible and more enjoyable method of study than paper-based research, or it can complement textbook learning. Web-based work is also a critical tool for those with lower literacy skills and can assist in engaging students who have learning difficulties. 
Guiding younger students to appropriate websites that focus on their specific interests may encourage developing literacy skills and motivation and enthusiasm for reading. The internet also provides an outlet for creative students to generate and share content with a large audience and share tips with like-minded students.
The internet also provides many important social links and support for students. Social networking and gaming provide stimulating interaction with peers, as do content-creation and content-sharing platforms. Some websites are particularly helpful for students experiencing challenges with social relationships, mental or physical health and disabilities. 

For many young people, the internet and mobile phones are their social lifeline. It’s where they engage with friends in out-of-school hours and keep up-to-date. Many young people are so reliant on the technology that disconnection from that network for a lengthy period threatens their sense of connectedness to their social community.

Amount of time spent online
The number of hours children and young people spend online can vary significantly between individuals. It can be difficult to identify an appropriate number of hours for online interaction as individual circumstances vary.
Parents and carers should discuss concerns with their child if they consider their child’s internet use is having a negative impact on their academic, social or psychological wellbeing—or that of other members of the family.
Potential warning signs of excessive internet use
Changes in behaviour
Noticeable changes in the online and offline behaviour of children and young people are potential indicators of excessive internet use.

Educators may become aware of the following potential indicators of excessive internet use: 

· a student’s online activities interfering with general health and wellbeing, social life, schoolwork and relationships

· a student appearing to spend increasing amounts of time online, possibly spending more lunchtimes in the school library or ICT centre

· a student talking constantly about particular online programs, such as a gaming site

· a student appearing anxious, depressed, or irritable when computer time is shortened or interrupted 

· a student seeming isolated or withdrawn from ‘real world’ friends and activities and attributing more importance to their online activities and contacts

· a student’s academic performance appearing to have declined

· parents reporting difficulties keeping their child off the internet. There may be constant arguments about internet access with parents and siblings

· parents reporting that the student has been staying up well into the night or even sneaking out of bed to access the internet.
Some of the indicators listed above may not be due to excessive internet use. They may be developmentally appropriate behaviours for young people, particularly young people, for whom their main connection to friends is the internet; or they may be signs that a young person is experiencing more general social issues. They may also be indicators of other significant issues such as cyberbullying, issues with offline relationships and mental health issues. For information about cyberbullying, see Cyberbullying in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Exploring any significant concerns with students and their parents is an important first step towards identifying issues and developing strategies to overcome them.

Physical indicators
There may also be physical indicators of excessive internet use—particularly for heavy online game players or gamers. For example, students may complain of:
· repetitive stress injuries due to excessive use

· dry eyes or strained vision

· back aches and neck aches

· severe headaches 

· sleep disturbances

· lack of exercise

· missing meals.
As noted above, these indicators may reflect a number of causes and should be explored with students.
School responses to excessive internet use
While most excessive internet use will occur within the home, schools will often be in a good position to identify potential changes in the academic and social behaviour of students. They will also be more readily able to compare behaviour with peers than parents and carers. Schools are therefore in a good position to identify potential issues and raise them with students and parents.
Establishing a cybersafety team 

The establishment of a specific cybersafety team can greatly assist with the implementation of a holistic and consistent approach to cybersafety practices within the school, including how to support students experiencing issues with excessive internet use.
The cybersafety team would lead cybersafety issues, auditing schools policies and procedures and establishing and embedding new policies and procedures to enhance schoolwide cybersafe behaviours. This is explored further in Policies and Procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Establishing a cybersafety contact person

It may be useful for schools to establish a cybersafety contact person that students can report online concerns with. This role should be promoted to staff, students and parents and ideally would provide non-judgemental guidance to students and liaise between students and parents on issues concerning student safety and wellbeing. The student welfare officer may fulfil this role and the person may be a member of the cybersafety team.
Educating students
Where a potential issue is suspected among a group of students, a class discussion can be useful to increase awareness of the potential risks of excessive internet use. Key questions could include:
· How do I balance my online activities with the rest of my life? Look at: life balance, healthy leisure activities in the real world versus the virtual world.
· How do I make choices or decisions that will help me use my leisure time wisely and keep healthy and safe? Look at developing an understanding of the need for a balanced lifestyle.
· How would I know if my friend was spending too much time online?

· What could I do to help a friend who was spending too much time online?
Educating parents
Building a partnership between parents and the school is imperative to effectively deal with problems involving excessive internet use. The school may wish to:
provide access to the school counsellor or psychologist to assist families to resolve issues related to excessive internet use 
encourage parents to share any concerns with the school, providing details of the cybersafety contact person for parents. 

If parents are concerned about the amount of time their children spend online, encourage them to take the following steps:

Communicate
Talk to their children about what they enjoy doing online and try to understand their interests.
Set house rules
Work out some boundaries for their children's access to the internet. It is better that children understand what parents expect rather than trying to work it out for themselves. Families can determine some consequences together if the rules are broken.
Supervise
Make sure they can adequately supervise what their children are doing online, particularly younger children. They can move the computer into a public area of the house to make it easier.
Introduce other family activities
Ensuring children are exposed to a range of other, non-internet-based activities is a good way to help them lead a balanced lifestyle.
More detailed information for parents is available in the Parents’ area of the ACMA Cybersmart website www.cybersmart.gov.au.
Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 
These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The  program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Resources and links
Assistance and information 

· The Cybersmart website www.cybersmart.gov.au provides specific information for parents.
· The Kids Helpline www.kidshelp.com.au provides confidential support and assistance to children and young people with concerns about their online safety. Phone 1800 551 800. 

· The family doctor may be able to assist parents with concerns about the health and wellbeing of their child and will be able to provide referral to a psychologist or mediator to assist families to deal with excessive internet-use issues.
· The Cybersafety Contact Centre can provide general cybersafety information. Phone 1800 880 176.

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 

These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Policies and procedures

Cybersafety policies and procedures have been developed by many education departments and offices across the States and territories. A list of all available policies and procedures is available within Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
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