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Common cybersafety issues
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Cyberbullying 

Cyberbullying is commonly defined as the use of information and communication technologies to support repeated and deliberate hostile behaviour intended to harm others. It is sometimes used as an extension to other forms of bullying, and can result in the target of bullying experiencing social, psychological and academic difficulties. 
Children and young people can also be affected by hostile behaviour that does not fit the definition of cyberbullying. For example, a one off insensitive or negative remark or joke online or via text is not cyberbullying by definition. However, the impact can be widespread due to the rapid dissemination and the relative permanency of the message sent. For the purposes of brevity, both cyberbullying and other hostile cyber behaviours will be referred to as cyberbullying for the remainder of this section.

This section of the website aims to help teachers to identify and address school-based issues arising as a result of cyberbullying between students. It may also assist teachers who feel they are the victims of cyberbullying from colleagues, parents or students. 
Key characteristics and forms of cyberbullying 

Cyberbullying can be conducted through many different media including:

· the sending of abusive texts or emails 

· taking and sharing unflattering or private images, including naked or sexual images

· posting unkind messages or inappropriate images on social networking sites

· excluding individuals from online chats or other communication

· assuming the identity of the victim online and representing them in a negative manner or manner that may damage their relationship with others 

· repeatedly and for no strategic reasons attacking players in online gaming.

Like other forms of bullying such as verbal abuse, social exclusion and physical aggression, cyberbullying has the potential to result in the target of bullying developing social, psychological and educational issues. 

While cyberbullying is similar to real life bullying it also differs in the following ways: 

· it can be difficult to escape and invasive—it can occur 24/7 and a person can be targeted while at home 

· it can involve harmful material being widely and rapidly disseminated to a large audience, for example, rumours and images can be posted on public forums or sent to many people at once

· it can provide the bully with a sense of relative anonymity and distance from the victim, so there is a lack of immediate feedback or consequences.

Identifying and responding to incidents of cyberbullying 
Identifying incidents of cyberbullying 
Cyberbullying can happen to anyone, not just those generally considered more vulnerable. Confident, outgoing individuals can also be targeted.

Research has identified that girls are more likely to report that they have been victims of cyberbullying than boys, potentially because they engage in a higher level of technology-assisted social communication such as SMSing, emailing and social networking.

One or more of the following signs and changes in behaviour could indicate that a student is being cyberbullied. 
· Decline in academic performance and social interaction.
· Dislike and avoidance of school sometimes resulting in higher absenteeism.
· Complaints of feeling unwell though parents report no specific illness.
· Having less to do with friends.
· Increased social exclusion and peer rejection.
· Falling behind in homework.
· Poorer physical health and sleepiness.
· Increased negative self-perception.
· Increased reluctance to participate in regular school activities, including classroom discussions.
· Becoming withdrawn, appearing depressed or anxious, having mood swings, crying for no apparent reason.
· Suicidal thoughts—this should be reported to the administration and the parents/carers immediately for appropriate action.

The above signs should be considered in light of the student’s usual behaviour. 
Some of the signs above may also be indicators of more general social issues, specific mental health issues, or may even reflect developmentally appropriate behaviours for young people as they seek to establish their identity. Exploring any significant concerns with students and parents/carers is an important first step towards identifying issues and developing strategies to overcome them. 

Responding to incidents of cyberbullying 
If a school has a cyberbullying policy or procedure, it should refer to that in the first instance. In the absence of any policy or procedure a school may follow its standard anti-bullying procedure to deal with cyberbullying issues. If the school does not have an effective anti-bullying procedure it can follow the steps outlined below as an interim measure. Schools are encouraged to develop their own anti-cyberbullying policies and procedures. More detailed information to guide this process is provided in Policies and Procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx, including links to specific state and territory resources for use or adaptation by schools.

Interim cyberbullying protocol

1.
Ensure the student is safe and arrange support, including the involvement of student wellbeing. Support from student wellbeing staff should be provided on an ongoing basis with the agreement of the student and parent/carer to assist the student to work through the effects of the cyberbullying and to help them develop and implement effective coping strategies.

2.
Contact the student’s parents to alert them to the issue, and ongoing concerns regarding the welfare of the student, and request a meeting to discuss the issue and how best to deal with it.

3.
Reassure the student that the school is taking the incident seriously and that the reported bullying will be acted on.

Gather basic facts about the suspected cyberbullying and, if possible, identify the students involved.
Implement appropriate responses to address the bullying using evidence-based responses such as restorative justice approaches to conflict resolution. Such approaches seek to address bullying issues while providing support to both the victim and the bully to strengthen the school community and respect individuals. Examples of evidence based approaches to address bullying are provided at Bullying. No Way! www.bullyingnoway.com.au/ideasbox/things-work/info-manage-2-1.shtml.  
4.
Bear in mind that advising students to completely disengage from their online activities is not always helpful as this can also isolate them from supportive friends.

5.
Provide the following strategies to the student and parent to assist with managing the issue in the future.
Don’t respond to any further messages/postings from the bully and, if possible, block further correspondence from them (block their mobile number or email address).

Report any further correspondence from the bully to the parent/carer and an agreed school contact (the child must feel comfortable talking to this person and feel heard and respected by this person).

Keep evidence of any bullying to assist with tracking down the bully and potentially reporting the matter to police (screen captures, bully’s screen name, text and images). If the student’s parents are concerned that the student will continue to look at the saved material and become more distressed, ask them to store the material in a folder with password protection.

Report any concerns to the administrator of the service used, including the mobile phone provider (if SMS is involved), website administrator (if social networking or chat services are involved), or internet service provider, as most have measures to assist with tracking and blocking the bully. Some block the bully’s access to their services entirely as bullying is often a breach of website terms of use.

If the student is distressed by the bullying, ensure they are provided with options for psychological support including school counselling and the Kids Helpline www.kidshelp.com.au or phone 1800 551 800. Ensure they have appropriate and supportive contact people at schools and help them to develop strategies to manage their distress. Ensure parents/carers are informed. 

The role of schools in addressing cyberbullying

All members of the school community should agree on a clear definition of cyberbullying and hostile online behaviour. This definition needs to be understood, accepted and shared within the whole school community, including an identification of unacceptable online behaviours and the consequences for such behaviours. It should reflect the school’s ethos that cyberbullying is unacceptable, harmful and will be acted upon.

The key components required to establish a school-wide system to minimise and address cyberbullying include:

· establishing a cybersafety team

· establishing a cybersafety contact person

· developing appropriate policies and procedures

· educating students 

· educating parents

· educating staff.
Establishing a cybersafety team 

The establishment of a specific cybersafety team can greatly assist with the implementation of a holistic and consistent approach to cybersafety practices within the school, and to assist students to understand and manage the appropriate use of personal information online.

The cybersafety team would lead cybersafety issues, auditing schools policies and procedures and establishing and embedding new policies and procedures to enhance schoolwide cybersafety behaviours. This is explored further in Policies and Procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Establishing a cybersafety contact person

It may be useful for schools to establish a cybersafety contact person that students can report online concerns with. This role should be promoted to staff, students and parents and ideally would provide non-judgemental guidance to students and liaise between students and parents on issues concerning student safety and wellbeing. The student welfare officer may fulfil this role and the person may be a member of the cybersafety team.
Developing appropriate policies and procedures

Schools are encouraged to develop practical policies with simple rules for the prevention of cyberbullying. These should include:

· appropriate online behaviour
· clear consequences of hostile online behaviour
· methods for redressing inappropriate behaviour
· ‘bystander’ reporting rules 

· the provision of clear reporting and support mechanisms for those involved in cyberbullying.

Links to cyberbullying policy templates from the states and territories are available from Policies and Procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Educating staff

Cyberbullying poses unique challenges because, while it is more likely to occur outside the school environment, educators may be more likely to observe the impact than parents or carers as educators view children with their peers and can identify changes in behaviour.

Staff are likely to benefit from being provided with awareness of the key signs to look for that may indicate a child is a victim of cyberbullying as listed on p 4. To ensure a consistent and holistic approach to cybersafety, staff may benefit from having cyberbullying policies promoted to them, and providing them with clear and practical guidelines for dealing with cyberbullying.

Staff may also benefit from professional development in the area of cybersafety. The Cybersafety Outreach section provides professional development for teachers free of cost. Bookings can be made through this website. 

Staff are also at risk of cyberbullying and may be encouraged to participate in the development of teacher-specific anti-cyberbullying policies.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The  program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Educating students

Teacher resources in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx, provides links to comprehensive resources to educate children and young people about responsible and safe online behaviour and managing negative behaviours to minimise cyberbullying.

Educating parents

To deal holistically and effectively with problems involving cyberbullying, the partnership between parents and the school is vital to support all students involved, whether they be victims, bystanders or offenders.

Schools can direct parents to specific cyberbullying information for parents provided on the ACMA’s Cybersmart website www.cybersmart.gov.au. A brief newsletter outlining the school’s education and policy commitment to cyberbullying, which includes a list of possible warning signs and a link to the supporting parent information is a simple way to promote cross-school–home communication about cyberbullying prevention. Providing a single point of contact for parents and carers to discuss concerns with the school provides an effective way to identify and deal with cyberbullying concerns quickly.
Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 
These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Technologies used for cyberbullying

The following listing provides information about technologies used for cyberbullying. For more information about technologies and sources young people are using, see the Current Technologies section of the Gateway.

	Technology
	Cyberbullying activities
	Strategies for addressing this behaviour

	Chat rooms message boards on the internet
	· Sending or posting nasty or threatening messages which may be anonymous.

· A group picking on or excluding individuals.

· Misusing personal information gained by pretending to be someone’s ‘friend’ to spread rumours, secrets and to gain power over others.
	· Block communications with offensive individuals.

· Don’t respond to messages.

· Keep a record of inappropriate postings, including time, date, user names for reporting.

· Report misuse of personal information to the chat room or message board site host.

· Report any incidence of bullying or upsetting hostile behaviour (including exclusion) to parents, school or a trusted adult or the Kids Helpline www.kidshelp.com.au or phone 1800 551 800.

	Emails and text messages via computer or mobile phone

Instant Messaging (IM) on the internet
	· Sending nasty or threatening messages or emails.

· Forwarding offensive content including jokes, videos, images and sound.

· Sending computer viruses.

· Accessing someone else’s account to forward personal emails or delete them.

· Constantly calling or texting a person and making derogatory and/or rude remarks and/or threatening and hostile remarks.

· Taking and sharing unflattering images with other mobiles or uploading onto the internet.

· Using text or voice chat to harass or scare someone.

· Sending a hostile attachment.

· Using someone else’s account to forward rude or unpleasant messages via their contacts list.

· ‘Ganging up’—a group deciding to pick on or exclude someone during IM.
	· Block communications with offensive individuals.

· Don’t respond to messages.

· In the case of an SMS report misuse of the mobile phone to the phone company if known.

· Keep inappropriate messages, including time, date, email addresses and mobile phone numbers for reporting.

· If necessary create a new email address and only share it with close friends and family.

· Ensure the computer is protected from compromise. Information is available in Protecting computers:
e-Security in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
· Report any incidence of bullying or upsetting hostile behaviour (including exclusion) to parents, school or a trusted adult or the Kids Helpline www.kidshelp.com.au or phone 1800 551 800.

	Webcam 
	· Making and sending inappropriate pictures and content.
· Persuading or threatening young people to act in inappropriate ways.
· Using inappropriate recordings to manipulate young people.
	· Block communication with people who make you feel uncomfortable. Turn off your webcam—claim it is broken if necessary.
· Report any incidence of bullying or upsetting hostile behaviour (including exclusion) to parents, school or a trusted adult or the Kids Helpline www.kidshelp.com.au or phone 1800 551 800.

	Social networking sites on the internet 
	· Posting nasty and abusive comments.
· Posting images, videos or sound that may embarrass or frighten a person.
· Groups excluding a person from a network.
· Creating a fake profile to bully, harass or create trouble for a person.
· Accessing another person’s account details and using their page to post negative materials, send unpleasant messages or make private information public.
	· Ask the host site to remove any images, videos, etc, that are concerning.

· Report inappropriate use of passwords, identity, etc, to the host site.

· Keep a record of the actions of the offending parties, including the information posted, times, dates, any information about their username, etc.

· Report any incidence of bullying or upsetting hostile behaviour (including exclusion) to parents, school or a trusted adult or the Kids Helpline www.kidshelp.com.au or phone 1800 551 800.

	Video hosting sites on the internet

eg, YouTube
	· Posting embarrassing or humiliating video clips. 
	· Ask the host site to remove the content.

· Keep a record of the content and the ID of the person responsible for posting for reporting purposes.

· Report any incidence of bullying or upsetting hostile behaviour (including exclusion) to parents, school or a trusted adult or the Kids Helpline www.kidshelp.com.au or phone 1800 551 800.

	Virtual worlds on the internet

Gaming sites on the internet 

Playing games with people in your local area using handheld consoles


	· Interacting negatively with someone else’s avatar.
· Pretending to be someone else’s avatar.
· Name calling and making abusive comments.
· Picking on other users e.g. by repeatedly killing their characters or demeaning their lack of skill. 

· Denying access to a team game.
	· Avoid interaction with the negative individual/group.

· Report the issue to the game/virtual world site administrator.
· Change avatar or character name if necessary.
· Keep a record of the other player’s avatars/usernames, their actions and the dates/times of their inappropriate behaviour for reporting purposes.

· Report any incidence of bullying or upsetting hostile behaviour (including exclusion) to parents, school or a trusted adult or the Kids Helpline www.kidshelp.com.au or phone 1800 551 800.


Resources and useful links

Assistance and information 

· The Cybersafety Contact Centre can provide general cybersafety information. Phone 1800 880 176.

· For concerns about a child or young person’s immediate safety call the Police on Triple Zero (000).
· The Kids Helpline www.kidshelp.com.au provides confidential support and assistance to children and young people with concerns about their online safety. Phone 1800 551 800. 

· Teaching resources are available to help equip students with the skills to avoid and manage unwelcome contact.

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 
These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The  program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Policies and procedures

Cybersafety policies and procedures have been developed by many education departments and offices across the States and territories. A list of all available policies and procedures is available within Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Research
Cross, D, Shaw, T, Hearn, L, Epstein, M., Monks, H, Lester, L, & Thomas, L (2009) Australian Covert Bullying Prevalence Study (ACBPS), Child Health Promotion Research Centre, Edith Cowan University, Perth. A project of the Australian Government Department of Education, Employment and Workplace Relations (DEEWR).
Websites

Bullying No Way (Aus)

www.bullyingnoway.com.au/talkout/spotlight/cyberbullyingmain.shtml
A spotlight on cyberbullying issues: how it happens, role of parents, actions to be taken by students and schools and current research.
Bullying Online (UK)

www.bullying.co.uk/pupils.php
Cyberbullying resources provided for young people, parents, schools and adults. Effective approaches for schools to use with offenders, victims and bystanders.

Cyberbullying.org

www.cyberbullying.org/
Provides examples of forms of cyberbullying and appropriate responses. Related resources section.

Pew Internet and American Life Project Study Cyberbullying and Online Teens

http://www.pewinternet.org/PPF/r/216/report_display.asp. 
This site has a full PDF of this 2007 report.
Think U Know (Aus)
www.thinkuknow.org.au/site/cyberbullying.asp
A partnership between the Australian Federal Police, the Australian Communications and Media Authority and Microsoft Australia. 
For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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