
 Golden Rules 

www
.cybersmart.gov.au/cyber

quo
ll 



CyberQuoll—Internet Safety Education for Primary School Students, Parents Guide 
Website: www.cybersmart.gov.au/cyberquoll 

Source: © Commonwealth of Australia 2009 

This work is based on materials that constitute copyright of the Commonwealth of 
Australia and is licensed under a Creative Commons Attribution No Derivatives 2.5 
Australia Licence (see: http://creativecommons.org/licenses/by-nc-nd/2.5/au/ 
legalcode). The work is freely available at: www.cybersmart.gov.au/cyberquoll. If you 
republish this work you are required to retain any symbols and notices that are included 
on these materials. 

Disclaimer: The ACMA has taken reasonable care to ensure the information in this 
work is correct and accurate at the time of publication. However, the ACMA makes no 
warranties regarding the correctness of the information at later dates, and disclaims 
liability for damages resulting from its use. The ACMA recommends that users exercise 
their own independent skill and judgment when using this work and carefully evaluate 
the accuracy, currency, completeness and relevance of the material for their purposes. 

The ACMA requests that if you republish this work, you notify the ACMA by email at: 
candinfo@acma.gov.au including a link to the republished work. This is to assist us in 
tracking the uptake of our works and the innovative uses that our licensees are making 
of our works. 

Published by the Australian Communications and Media Authority. 

Please address any enquiries to: 

Manager 
Communications and Publishing,  
Australian Communications and Media Authority,  
Melbourne Central Office,  
PO Box 13112 Law Courts,  
Melbourne Vic 8010.  



 3

  
  
  

  

  

 

  
  
  

  
  
  
  

  

  
  
  

  
  

The Golden Rules about email 
•	 Never give out your email address to someone you don’t know. 
•	 Never open emails from people or organisations/businesses you don’t know. 
•	 Emails can contain all sorts of bad stuff, like hoaxes and chain mail 

scams that try to get your money. 
•	 Computer viruses can be carried as attachments to email 

messages. 
•	 Inappropriate or illegal picture or movie files can be 

attached to an email message. 

The Golden Rules about smart searching 
and family-friendly search engines 
•	 Use family-friendly search engines. 
•	 Check sources. 
•	 Recognise what might lead to inappropriate content. 

The Golden Rules about what to do when things get nasty 
•	 Close the window. 
•	 Doesn’t work? Close the browser! 
•	 Doesn’t work? Shut down the computer or ask a parent or supervisor. 
•	 Your parents can make a complaint to the Australian Communications and Media Authority 

(The ACMA) about inappropriate content. 
•	 Remember you will not get into trouble by letting people know what you have stumbled across. 

The Golden Rules about chatting 
•	 You can never be sure that someone is who he or she says they are. 
•	 Never give anyone your real name—use a handle. 
•	 Don’t give any other details about where you live, your phone number (including mobile 

phone number), where you go to school or who your family is. 
•	 Make sure you understand the rules of any chat room you may be in. 
•	 Remember, you may think you can stay anonymous on the internet, but often people 

can trace who posted information online, so always be nice to others. 
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The Golden Rules about chat rooms and online communication 
•	 Never meet with someone you met online in real life. 
•	 If you feel pressured by someone online seek advice from a responsible adult. 
•	 Only give your email address to known friends—never to strangers. 
•	 Seek advice from a responsible adult—never be tempted or pressured to meet someone 

in real life that you have met online. 
•	 If someone or something disturbs you in a chat room, leave and find one that your parents 

have agreed you can use. 

The Golden Rules about viruses, attachments and 
online hoaxes 
•	 Make sure you have a good virus scanner. 
•	 Be wary about emails from someone you don’t know. 
•	 If something seems too good to be true, it probably is. 
•	 Be very wary of emails that say ‘forward this on to everyone’. These types of emails 

contain hoaxes and scams and should not be forwarded! 
•	 Don’t log onto any banking site that claims you need to update or confirm your password. 
•	 Always keep your passwords secret from others. 
•	 Be careful downloading free files and games from the internet or via email—they could contain 

a virus or send you to an inappropriate site. 
•	 Sometimes people can trick you into clicking on a link that sends you to somewhere 

not nice on the internet. 

The Golden Rules about netiquette 
•	 Speaking in all caps is considered SHOUTING. 
•	 Be polite, avoid flame wars. 
•	 Don’t give out your personal details. 
•	 Don’t say anything online you wouldn’t say face-to-face. Just because you can’t 

see someone doesn’t mean he/she doesn’t have feelings. 

The Golden Rules about online publishing 
•	 Make sure you only put safe photos online. 
•	 Password protect the site with photos. 
•	 Always get permission from your mum, dad, carer or teacher to create your own site, 

and get them to review it. 
•	 Personal information should never be entered, even into blogs or discussion groups. 
•	 You need to be very careful with what you put on the internet, because when it is published, 

the whole world will be able to see and possibly misuse the information. 
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The Golden Rule about credit cards on the internet 
•	� When on the internet, never give out credit card details. 

The Golden Rules about forms and pop-ups 
•	� Look out for check boxes that make you agree to spam! 
•	� Remember the Four Ws: 

• Who is asking? 
• What do they want to know from me? 
• Why do they want to know that? 
• What will they do with it? 

•	� Close unwanted pop-up windows with the close button. 
•	� Doesn’t work? Close the browser! 
•	� Doesn’t work? Shut down the computer or ask a parent or supervisor. 
•	� Be careful filling out online forms, get a parent to help. 
•	� Never enter into forms personal, identifiable information or passwords to things. 

The Golden Rules about mobiles 
•	� Mobile internet-enabled devices such as phones can access the internet, take photographs 

and sometimes record sound. 
•	� Similar safety issues exist with internet-enabled mobiles, so you need to protect your privacy. 
•	� Never give out your mobile number to someone you don’t know in real life. 
•	� Never give personal information out using your mobile. 
•	� Never open an email from someone you don’t know. 
•	� Never use your mobile phone to be unkind to someone, send nasty messages or pictures. 
•	� Be considerate when using your mobile, just as if you were communicating with someone 

in the real world. 
•	� Tell your mum, dad, teacher or carer if someone sends you something that makes 

you feel uncomfortable, or you are bullied. 
•	� Always hang up or leave if you feel uncomfortable about something you have heard 

or seen on your mobile. 
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