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What are students doing online—Lower primary (ages 5–7)
Introduction

Understanding what students are doing online and how they use online technologies provides a good starting point for teaching cybersafety. The ACMA has three resources to assist teachers in finding out about students’ online activities.
· videos showing children discussing their use of computers and other technologies and educators discussing the role of schools in developing cybersafety programs for this age level.
· research about children’s technology use
· a Student technology audit. Teachers can use this to establish how their students use computers and other technologies.
To support cybersafety teaching, the ACMA has developed a Cybercitizen profile for 5–7 year olds. It outlines four ‘capabilities’: 
· digital media literacy
· positive online behaviour
· peer and personal safety 
· e-security. 
Lesson plans and interactive resources support the teaching of these capabilities. They can be accessed within Teacher resources in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.
What do children aged 5–7 say about being online?

A video is available for viewing for ages 5–7 where children describe their first experiences with using computers whilst being supervised by adults. They enjoy online and hand-held video games, visiting ‘kids’ sites on the internet and finding things using a web browser with parents or older sibling guidance. 
1. What children say about technology

In a second video, primary school educators describe how schools can introduce children safely to computer use and how cybersafety programs apply to young children and their teachers.
2. The role of educators

The videos can be accessed online in What are students doing online?—Lower primary (ages 5–7), in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.
The video themes

1. What children say about technology

Themes
· Children are starting to use computers at home and school.

· Parents supervise them in their use of computers, the internet and games.

· The computer they use is in a public space such as a family room.

· Children are allowed to use the computer at home for limited times only.

· They enjoy online and-hand held video games, kids’ sites on the internet and finding things using a web browser with a parent or older sibling.

· Children are unsure about the ‘reality’ of some content online and what is to be trusted.
2. The role of educators

Themes
· At school, they are starting to learn about safe use of computers and some simple skills such as creating word-processed documents and searching.

· How schools are developing cybersafety policies and are including ICT and cybersafety in their teaching programs in the Lower primary years.

· The importance of educating teachers about technology and its role in schools.

What does research tell us about 5–7 year olds online?
While Australian research on the online habits of 5–7 year olds is yet to be undertaken, a Canadian study by BeWebAware, www.bewebaware.ca/english/SAFETY_TIPS_5_7.aspx highlights that:

 ‘Five- to seven-year-old children have a positive outlook and an accepting nature. They take pride in their new reading and counting skills and love to converse and share ideas. They are eager to behave well; they are trusting; and they don't question authority. 

Children at this age may be very capable at using computers, i.e. following commands, using the mouse, and playing computer games. They are, however, highly dependent on adults or older children to help them find web sites, interpret online information or send e-mail. 

· will accept media content at face value 

· don't have the critical thinking skills to be online alone 

· may be frightened by media images, both real and fictional 

· may be frightened by realistic portrayals of violence, threats or dangers 

· are vulnerable to online marketers who encourage them to give out personal information through surveys, contests and registration forms 

· risk moving from appropriate to inappropriate sites through hyperlinks 

· may be exposed to search results that link to inappropriate web sites.’

Media and Communications in Australian Families 2007 can be accessed at www.acma.gov.au/WEB/STANDARD/pc=PC_31089
Cybercitizen profile ages 5–7

Cybercitizen profile overview

The ACMA Cybercitizen profiles are informed by the ACMA’s research project Media and Communications in Australian Families 2007. 
Each Cybercitizen profile has a description of the capabilities that children within this age group should acquire to enable safe and responsible cybercitizenship. The profile outlines four ‘capabilities’:

· digital media literacy
which is often understood as the ability to access, understand and participate in or create content by using digital media 

· positive online behaviour
which is is the ability to develop positive, appropriate and constructive online relationships with peers, family and strangers in a variety of mediums

· peer and personal safety
which involves developing protective behaviours while using a range of online mediums including social networking. These behaviours include protecting personal information to safeguard privacy, identifying when feeling unsafe and recognising grooming tactics 

· e-security
which is defined broadly as the protection of personal information online. It involves both electronic security and online security.

Behaviours related to these capabilities that may be exhibited by a child aged 5–7 years old are listed in the table on the following page.

Reading the Lower-primary Cybercitizen profile will be helpful for teachers prior to choosing lesson plans and using other resources from the ACMA. Links to the ACMA lesson plans and other resources are included on page 2.
Further information on the cybercitizen profiles and the capabilities can be accessed within What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx
	Lower primary
Ages 5–7
	Digital media literacy
	Positive online behaviour
	Peer and personal safety
	e-Security

	Aligns with National Statements of Learning for

ICT

Communicating

Ethics, Issues

Operating

Civics & Citizenship

Government & Law

Citizenship in a Democracy
	understanding protocols of digital communications devices with supervision and may use: 

the phone/mobile

email

selected internet sites

the School Intranet

identifying and differentiating between online and offline content

searching for and viewing age-appropriate digital content; for example, student- or family-friendly websites.
	developing an understanding of Cyberspace as a community of real people

learning about the social conventions in the real world and CyberSpace 

recognising that children need adult assistance when exploring CyberSpace

sharing what has been learned with a family member.


	demonstrating an understanding that children need adult assistance when exploring CyberSpace

differentiating between public information and personal information

identifying and comprehending the basic dangers of revealing personal information online to strangers

comparing strangers in the physical world with strangers online

sharing what has been learned with a family member.
	exploring email for communication with family and friends

understanding that computers can be damaged by viruses from email or the internet

demonstrating an understanding of how to use email and the internet safely

sharing what has been learned with a family member.




For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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