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Unit of work
Upper primary ages 10–11
Protecting me and you—cyberbullying
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Creative Commons

These teaching resources on the Cybersmart website’s Schools Gateway are now available to schools under Creative Commons licences.

The new licensing conditions are more flexible than existing copyright, enabling schools and teachers to use, adapt and re-publish material from the resource, without seeking permission to republish from the ACMA.

These materials have been licensed under an attribution non-commercial share alike license (BY-NC-SA). Under these licenses, the materials are available for free use and adaptation so teachers can change, translate and share new creations with other teachers and students.
Copyright Notice

Source: © Commonwealth of Australia 2009
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This work is based on materials that constitute copyright of the Commonwealth of Australia and is licensed under a Creative Commons Attribution Non-Commercial Share Alike 2.5 Australia Licence.

Disclaimer: The ACMA has taken reasonable care to ensure the information in this work is correct and accurate at the time of publication. However, the ACMA makes no warranties regarding the correctness of the information at later dates, and disclaims liability for damages resulting from its use. The ACMA recommends that users exercise their own independent skill and judgment when using this work and carefully evaluate the accuracy, currency, completeness and relevance of the material for their purposes.

The ACMA requests that if you republish this work, you notify the ACMA by email at: cybersafety@acma.gov.au  including a link to the republished work. This is to assist us in tracking the uptake of our works and the innovative uses that our licensees are making of our works.

See: http://www.cybersmart.gov.au/Legal/Copyright.aspx for more information
Unit of Work 6—Upper primary ages 10–11
Protecting me and you—cyberbullying
Introduction

The use of nicknames and avatars when communicating online helps to keep a person’s identity hidden. This can help to keep a person safe, but the anonymity it provides can sometimes allow bullies to engage in online bullying or cyberbullying in the belief that they cannot be traced. 

The virtual nature of online communication, whether anonymous or not, can provide a sense of distance that may create a sense of a lack of connection between real people. At times, this can lead to a lack of empathy for others.
This unit aims to remind students that online communication involves contact between real people with real feelings and therefore require good manners, common sense, known as ‘netiquette’, kindness and fairness.
Sometimes, young people do not connect school lessons with their world outside school. For this reason, it is important to consciously connect learning with prior experience and explore the relevance of knowledge and skills learned at school to the real world, including home and online spaces. In this unit, parallels between bullying and cyberbullying are drawn both at school and beyond.
Before you start

Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on children and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA research.

Unit overview

Aims

This unit aims to help students to: 
· develop the knowledge and skills to recognise various forms of cyberbullying 

· recognise the roles that bullies, targets and bystanders play

· be able to respond appropriately should cyberbullying occur 

· encourage students to enlist the support of adults in preventing, dealing with and reporting cyberbullying.
Objectives

By the end of this unit, students will be able to:

· identify forms of cyberbullying

· be better able to respond appropriately and prevent its occurrence

· appreciate that adult support can help to prevent cyberbullying and assist them to respond appropriately should it occur

· understand the role that bystanders play in cyberbullying

· feel confident to report cyberbullying

· reinforce the need for empathetic, kind and respectful communication skills when online.

Length of time required for lessons

7 x 45 minute lessons (approx).
Key concepts

To check how these concepts apply to your learning program, explore Learning pathways Upper primary in the Teacher resources section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Curriculum and learning resources links

National curriculum connections

Values Education

· National Values Education website with the Nine Values for Australian Schooling:
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian schools:
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT

· Upper primary—Year 5 statement:
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT

Students have opportunities to use different digital media to improve the communication of ideas, express a personal image and establish an identity. They reflect on experiences to analyse the delivery and effectiveness of the communication.
Ethics, issues and ICT

Students apply codes of practice that promote safety, responsibility and respect when working in online and standalone environments. They examine practices in a variety of ICT environments to recognise the underlying values. They recognise the importance of acknowledging the owner(s)/creator(s) of digital work and establish sound practices for acknowledging them.

Students implement a range of preventative strategies for addressing health and safety issues when using ICT and develop and apply strategies for the security of personal information.
Cross-curriculum links

This unit of work can be used in any of the following subjects and topic areas:

· identity
· health
· communication
· SOSE 
· the arts 
· personal development.
Lesson resources

Worksheets to print out

Worksheet 1: Communication technologies and cyberbullying 

Worksheet 2: Exploring the role of bystanders

Worksheet 3: Supporting others
Worksheet 4a: What to do about cyberbullying
Worksheet 4b: What to do about cyberbullying
Technical resources
Computers.

Whiteboard (optional).
Article

Pink Shirt Day www.behindtheblueline.ca/blog/blueline/2009/02/25/today-is-pink-shirt-day
Websites

Bullying. No Way! www.bullyingnoway.com.au
ReachOut www.reachout.com.au
Other resources
Poster paper. 

Learning activities

Focus question
· Why is it important to be able to recognise various forms of bullying and cyberbullying and the roles of bullies, targets and bystanders in order to deal with and prevent cyberbullying?
Contributing questions

· How can I use an understanding of various forms of cyberbullying to help me to respond appropriately and perhaps even to prevent its occurrence?
· Why is it important to draw on adult support to help prevent and respond to cyberbullying?
· Why is it important to understand the role that bystanders play in cyberbullying?
· Why is it important to feel confident enough to report cyberbullying?
· How can empathetic, kind and respectful communication skills help to prevent cyberbullying?

Tuning in

1. Introducing cyberbullying

Create a class T chart to explore similarities and differences between face-to-face and online communication; for example:
	Face-to-face communication
	Online communication

	You can see the person.
	You cannot see the person.

	You get feedback about whether your message is clear and how it is affecting them from facial expressions.
	You don’t get feedback about whether your message is clear or how it is affecting someone as you do not see their face.

	You get feedback about whether your message is clear and how it is affecting them from body language.
	You don’t get feedback about whether your message is clear and how it is affecting someone as you don’t see body language.

	You get feedback about whether your message is clear and how it is affecting them from tone of voice.
	You don’t get feedback about whether your message is clear and how it is affecting someone if communication is text based.

	Sometimes others can see the communication.
	Often no one else is involved or can see the communication.

	You can’t be anonymous.
	You can be anonymous.


As a class, discuss what is meant by bullying. Use the T chart to help students to compare and contrast face-to-face bullying and cyberbullying. 

Explain that cyberbullying is bullying that is carried out online, using an internet service such as email, a chat room, discussion group or instant messaging. Cyberbullying can also occur through use of SMS (short messaging service) using mobile phones.

Create a class list of online activities and, beside each one, list examples of cyberbullying that might occur and strategies that might help in avoiding it. The table below provides an example.
	Online activities
	Possible types of cyberbullying
	Avoiding cyberbullying

	Chat rooms
	Exclusion by blocking, spreading rumours, name calling or abuse. 


	Ignore negative posts, delete bullies from ‘friends’ list, network with real-life friends only, report inappropriate activity to trusted adult or authorities.

	Email
	Spreading rumours, name calling or abuse.
	

	Instant messaging
	Name calling or abuse, name calling or abuse. 
	

	Blogs
	
	

	Virtual worlds
	
	

	Viewing or uploading videos on YouTube
	
	

	SMS
	
	

	Moblogs (or mobile phone blogs)
	
	

	Gaming
	
	

	Podcasting, vodcasting
	
	


2. Exploring cyberbullying

Use the interactive whiteboard or another large screen with the class to investigate the ‘Spotlight on … Cyberbullying’ section on the Bullying. No Way! website at www.bullyingnoway.com.au/talkout/spotlight/cyberbullyingmain.shtml.
Select students to roll the cursor over the panel of young people shown on the website to find out what they are discussing. Click on each one to read and discuss as a class. 
Follow up this activity by having students complete Worksheet 1 to identify communication technologies that may be used by cyberbullies.
As a class, list the forms that cyberbullying may take; for example:

making fun of or teasing someone 

spreading rumours or defaming a person

sending unwanted, offensive or threatening messages

creating hate groups

invading personal space or personal privacy

stalking

making threats

sending hurtful, violent or abusive messages

sending unwanted adult or other inappropriate content

masquerading as someone else

excluding others.
Ensure through discussion that students understand that, while cyberbullies may appear powerful because they seem anonymous, causing the target to feel even more powerless, this is not correct. Often, cyberbullies and their targets incorrectly believe that bullying behaviour cannot be traced, but all online communication leaves a digital footprint that can be traced to the person who created it. 

Finding out

1. Introducing the concept of bystanders

View the film The Dream found on Bullying. No Way! at www.bullyingnoway.com.au/talkout/spotlight/vid_thedream.shtml.
Ask students to identify the dream of the main character. Discuss the following:
· Do you think the boy will achieve his dream of becoming a dancer? Why or why not? 

· What will work against him achieving his dream? Is this fair? 

· Why do you think he was bullied? 

· Is it fair that he was bullied? 

· What do you think he should do about the bullying? 

· Why do you think the other two boys bully the boy with the dream? 

· How do you think each person in this story might feel? 

Have five very resilient students recreate the story told in The Dream, with the addition of a bystander, who does not take part in the bullying, but who sees the bullying take place and does not do anything to help the target or to stop the bullies. 

(Roles required: boy with the dream to become a successful ballet dancer, older boy who judges the audition, two bullies and a bystander)

Review the questions above and ask students to also consider the role of the bystander, asking the following:

· Why do you think the bystander did not help the target?

· Why do you think the bystander did not stop the bullies?

· What else could the bystander have done?

As a class, list reasons why bystanders often do not do anything to prevent bullying or to help stop bullying behaviour. Consider whether these reasons also occur with cyberbullying.
Have students form groups of six. Ask them to recreate the role play and this time show how the bystander could have prevented or helped stop the bullying; for example, perhaps by asking an adult to help solve the problem. 

As a class, revisit the Bullying. No Way! website to discover further information about bystander behaviour and what bystanders can do to help stop or prevent bullying and cyberbullying. Visit www.bullyingnoway.com.au/talkout/spotlight/bystandermains.shtml.
In particular, explore the sections:

· Who are bystanders?

· Why don’t bystanders do something to help?

· What can students do?

· What can teachers do?

· What can parents do?

2. Exploring the role of bystanders

Ask a trusted student to begin a ‘Chinese whispers’ by passing a negative message around about the teacher, for example, ‘Ms Smith likes eating stale sandwiches’. 

Discuss the reactions of students. Did they continue the game? Did anyone think to stop the game? Who are the people that could be hurt by a rumour like this? Consider not just the target, but all who participate in such poor behaviour. 

Debrief, explaining that this activity was intended to encourage students to think about the part we all play when bullying behaviour occurs.  

Ask students to imagine the message had been passed around the class as a note. List additional problems that might be caused if the message was in written form; for example, it might seem true because it is written down, it becomes more permanent when written, more people might see it if it is put in a public place. Consider also the implications of the message sent as an email or posted in an online chat or discussion. 

Have pairs of students complete Worksheet 2 to reflect on ideas related to bystander behaviour.

3. Self-assessment of cyberbullying behaviour
What if I am a bully? Revisit the Bullying. No way! website as a class. Read and discuss the information reproduced below and adapted from www.bullyingnoway.com.au/talkout/spotlight/cyberBullyingConsequences.shtml.
What can I do to make sure I am not a cyberbully?

· Think about whether your actions are harming other (unseen) people.

· Use your own moral code to guide your behaviour, rather than acting in response to being caught and punished.
· Use effective decision-making strategies to guide your behaviour in a responsible way.

Some questions to ask myself:

· Can my actions cause harm to unseen others?
· Why am I behaving this way?

· Am I showing respect for others and myself?

· How would I feel if someone did this to me or my best friend?

· What would happen if everybody acted in this way?

· Do I want to be part of the problem or part of the solution?

Organising ideas

1. Considering the effects of cyberbullying

As a class, view the movie The Bully on Bullying. No Way! at www.bullyingnoway.com.au/talkout/spotlight/vid_bully.shtml.
List where the various examples of bullying take place in this claymation. Who are the people involved (bully, target, bystanders)? What are the effects upon each of these people? How long do the effects last?

As a class, list the many forms of bullying and cyberbullying that exist. Beside this, list the many places, both real and virtual, where bullying and cyberbullying might occur.

2. What to do about cyberbullying

Distribute the ‘What to do fact sheet’ from the Reach Out site at www.reachout.com.au/default.asp?ti=2879.
In groups of three, have students use what they know and the fact sheet to design a web page for students who need advice to stop cyberbullies. Worksheets 4a and 4b can be used to plan content and the design for the website.
3. Supporting others
Display the following article using an electronic whiteboard or provide students with copies of this article on Pink Shirt Day from www.behindtheblueline.ca/blog/blueline/2009/02/25/today-is-pink-shirt-day.
Read the article as a class, then discuss the following questions:

· When is Pink Shirt Day held?

· What colour shirts are worn on this day?

· Who were the students who started Pink Shirt day?

· Why did the two students organise Pink Shirt Day?

· How do you think the bullied boy felt when he arrived at school to see so many students wearing pink shirts?

· Where did the first Pink Shirt Day take place?

· Was the action taken by the two boys successful? Why or why not?

· What else could the two boys have done?

· Do you think this is the only place that bullying takes place?

Ask students to work in groups of three and to refer to the above article and/or to the following two links to complete the questions on Worksheet 3. 

www.cbc.ca/canada/nova-scotia/story/2007/09/18/pink-tshirts-students.html
insidetoronto.com/article/68224
Ask students what each of them can do to prevent cyberbullying. Revisit the Bullying. No way! website. Read and discuss the information reproduced below and provided at www.bullyingnoway.com.au/talkout/spotlight/cyberBullyingPrevention.shtml.
Ensure students understand that no one deserves to be bullied and should not be expected to tolerate bullying in any form, including cyberbullying. Explain that teasing or hurtful communications are not acceptable and that they have the right to expect it to be stopped. They need to feel confident to ask an adult if they need help to stop bullies. Remind them that bullying and cyberbullying are both unfair and illegal and can be investigated by the police. 

Debate the following statement: ‘No one has the right to bully another person. Bystanders have a responsibility to help a person who is the target of a cyberbullying’. 

Concluding activities
1. Finding solutions to cyberbullying

As a class, review what students believe to be cyberbullying. Ask how cyberbullying is similar to and different from bullying. Refer to the T chart to assist with ideas.
View the movie Sushi Pie on Bullying. No Way! at www.bullyingnoway.com.au/talkout/spotlight/vid_sushi.shtml.
Discuss the solution reached in the claymation, then create a class graffiti wall that students can write suggestions on for dealing with bullying and cyberbullying. 

Discuss the following statement: ‘Using the internet to distribute or forward a hurtful message is as bad as being the one who created it’.
2. Preventing cyberbullying
Discuss: You can feel alone and powerless if you are the target of cyberbullying. Display the following list and challenge students to think of more strategies to help one another to stop and prevent cyberbullying.

Ten things you can do to prevent or to stop cyberbullying

1. Keep your personal information private. Usernames, passwords and your personal information need to be kept secret. Ask a trusted adult to help you to use privacy settings on your phone and your computer.

2. Keep a record, including the time and date of each message. These traces are evidence that a trusted adult or the police can use to identify and stop the bully.

3. Ignore or don't reply to bullying calls or messages. A reply or response can give a bully satisfaction and the bullying will often then continue. Sometimes if you don't respond or reply, the bully will leave you alone. If this is not the case, ask a trusted adult to help. 

4. Ask a trusted adult, for example, a parent, friend, teacher, to help you.

5. Report the bully. With a trusted adult’s help, contact and report cyberbullying to your school, mobile phone company or Internet Service Provider (ISP). 

6. Block the bully. Ask your ISP to block calls or messages from the bully.

7. Contact the police. If calls or messages make you feel scared or afraid, ask a trusted adult to help you to contact the police. Making threats is serious and illegal. 

8. Call the Kids Helpline on 1800 551 800 if you feel sad, worried, scared or afraid.  

9. Change your contact details. Think of a new username, create a new email account and change your mobile phone number. Give your new details to only very close and trusted friends.

10. Tell your teacher and principal. They will help to make sure cyberbullying is stopped at school. They will also develop school policies and teach children about their rights and responsibilities in relation to feeling safe and preventing and stopping cyberbullying. 

Remind students that everyone has the right to live, work, study and engage in play or leisure activities without being bullied, harassed, discriminated against, intimidated or hurt emotionally or physically. 

Develop a class code of behaviour that makes it clear that cyberbullying is not acceptable.
As a class, view the movie Humpty Dumpty found on Bullying. No Way! at www.bullyingnoway.com.au/talkout/spotlight/vid_humpty.shtml.
Challenge students to work in groups to plan and to create their own anti-cyberbullying messages throughout the school. They might create posters, talk about cyberbullying bullying at assemblies or write articles for school newsletters.
3. Considering digital footprints
As a class, consider the impact of hurtful online communications on themselves, their friends and the broader virtual and real community. Remind students about the permanent nature of the digital footprint each one of them leaves.

Display the following prominently in the classroom:

Remember! All online communication leaves a digital footprint that can be traced to the person who created it. 

Have students trace around their feet. In one foot ask them to write words and phrases and draw symbols to show traces left by a bully. In the other foot ask them to write words and phrases and draw symbols to show the traces they would be happy for others to see, now and in the future. Encourage students to forecast who might see their traces in the future, for example, someone who might give them an after-school job or who might interview them to decide whether they get into a course when they leave school. What digital traces would they like to be judged on?  How can they be sure they will be proud of their digital footprints?
Worksheets

WORKSHEET 1: Communication technologies and cyberbullying

Name: 

Match the description with a label, from the list below, and answer the question.
	Description
	Form of communication
	How can cyberbullying occur?

	An individual’s site to post material, including writing, drawings, photos and other images. 
	
	

	Real time or instant private communications from one computer to another, with anyone on a contact or buddy list, usually using a ‘pop-up’ window.
	
	

	A social website where a network of users can create profiles, blogs, discussions, chat, gaming, and messaging.
	
	

	Online mail sent to an individual or a group. Read by the recipient when they check their inbox.
	
	

	A popular service provided by mobile phones to write and send short text messages in real time. Generally cheap, quick and to the point.
	
	

	Interactive personal online diary or journal.
	
	

	A company that provides access to the internet. 
	
	


Internet Service Provider (ISP)
Personal web site
Email 
Blog (weblog)

Instant Messaging (IM)
Short Message Service (SMS)
Social networking site or community 

WORKSHEET 2: Exploring the role of bystanders

Name: 

True or false?
1.
Spreading rumours about someone is hurtful.
2.
Commenting about the way someone looks when online is cyberbullying.

3.
Sending a text message threatening to hurt some one is cyberbullying.

4.
Constantly excluding someone from a game or an online chat is bullying.
	Imagine a group of students sent an email to lots of kids you know saying mean things about you.

	How would you feel?

	

	If your friend is in the group, should your friend send the email on to others?

Why or why not?


	

	If your friend is in the group, what could your friend do to stop the cyberbullying?

	

	What else could your friend do?

	

	If you were the friend, rather than the target, what would you do?

	


WORKSHEET 3: Supporting others
Name: 


In the Pink

	1.
When is Pink Shirt Day held?
2.
What colour shirts are worn on this day?
3.
Who were the students who started Pink Shirt day?
4.
Why did the two students organise Pink Shirt Day?
5.
How do you think the bullied boy felt when he arrived at school to see so many students wearing pink shirts?
6.
Where did the first Pink Shirt Day take place?
7.
Was the action taken by the two boys successful? Why or why not?
8.
What else could the two boys have done?
9.
How do you think the target of the bullying felt when he was bullied, and when he arrived at school to see all the pink shirts being worn?
10.
Do you think this is the only place that bullying takes place? Why or why not?
11.
What message would you print on the shirts?



WORKSHEET 4a: What to do about cyberbullying

Name: 


	What will your website be called?


	What is cyberbullying?


	Is cyberbullying a common problem?  Why?


	How might cyberbullying affect the target?


	How might cyberbullying affect bystanders?


	How might cyberbullying affect the bully?


	Whose responsibility is it to stop cyberbullying?



WORKSHEET 4b: What to do about cyberbullying
Name: 


	List five things a target can do if they are being bullied by cyberbullies.
1.

2.

3.

4.

5.



	List five things a bystander can do to help stop cyberbullying.
1.

2.

3.

4.

5.



	What will your website look like? Draw a rough plan on the back of this sheet.



For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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