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Unit of work
Upper primary ages 10–11
Protecting me and you—protecting personal information
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Creative Commons

These teaching resources on the Cybersmart website’s Schools Gateway are now available to schools under Creative Commons licences.

The new licensing conditions are more flexible than existing copyright, enabling schools and teachers to use, adapt and re-publish material from the resource, without seeking permission to republish from the ACMA.

These materials have been licensed under an attribution non-commercial share alike license (BY-NC-SA). Under these licenses, the materials are available for free use and adaptation so teachers can change, translate and share new creations with other teachers and students.
Copyright Notice

Source: © Commonwealth of Australia 2009
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This work is based on materials that constitute copyright of the Commonwealth of Australia and is licensed under a Creative Commons Attribution Non-Commercial Share Alike 2.5 Australia Licence.

Disclaimer: The ACMA has taken reasonable care to ensure the information in this work is correct and accurate at the time of publication. However, the ACMA makes no warranties regarding the correctness of the information at later dates, and disclaims liability for damages resulting from its use. The ACMA recommends that users exercise their own independent skill and judgment when using this work and carefully evaluate the accuracy, currency, completeness and relevance of the material for their purposes.

The ACMA requests that if you republish this work, you notify the ACMA by email at: cybersafety@acma.gov.au  including a link to the republished work. This is to assist us in tracking the uptake of our works and the innovative uses that our licensees are making of our works.

See: http://www.cybersmart.gov.au/Legal/Copyright.aspx for more information
Unit of Work 5—Upper primary ages 10–11
Protecting me and you—protecting personal information
Introduction

Using nicknames and avatars online helps to keep a person’s identity hidden. This can help to keep a person safe, but the anonymity it provides can sometimes lead to online communication that is not appropriate, respectful or kind. 

This unit aims to remind students that online communications involve contact between real people with real feelings and therefore require good manners and common sense, often known as ‘netiquette’. 
The unit also considers what is personal information and what information is appropriate to post online.
Before you start

Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on children and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA research.

Unit overview

Aims

This unit aims to help students to: 
· understand the need for adult support to set up online accounts and to ensure that online content is shared appropriately and safely
· develop kind and respectful communication skills when online.

Objectives

By the end of this unit, students will be able to:

· identify personal information they should not share online

· understand how online communication is similar to and differs from person-to-person or face-to-face communication

· write sample emails or chat conversations using kind, appropriate and inclusive language

· identify strategies that can be used to help them to respond appropriately to unwelcome contact

· identify ‘top tips’ to help keep safe when online.
Length of time required for lessons

7 x 45 minute lessons (approx).
Key concepts

To check how these concepts apply to your learning program, explore Learning pathways Upper primary in the Teacher resources section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Curriculum and learning resources links

National curriculum connections

Values Education

· National Values Education website with the Nine Values for Australian Schooling:
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian schools:
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT

· Upper primary—Year 5 statement:
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT

Students have opportunities to use different digital media to improve the communication of ideas, express a personal image and establish an identity. They reflect on experiences to analyse the delivery and effectiveness of the communication.
Ethics, issues and ICT

Students apply codes of practice that promote safety, responsibility and respect when working in online and stand-alone environments. They examine practices in a variety of ICT environments to recognise the underlying values. They recognise the importance of acknowledging the owner(s)/creator(s) of digital work and establish sound practices for acknowledging them.

Students implement a range of preventative strategies for addressing health and safety issues when using ICT and develop and apply strategies for the security of personal information.
Cross-curriculum links

This unit of work can be used in any of the following subjects and topic areas:

· identity
· health
· communication
· SOSE 
· the arts 
· personal development.
Lesson resources

Worksheets to print out

Worksheet 1: Visit a website

Worksheet 2: Analyse websites

Worksheet 3: Plan an email

Worksheet 4: Safe surfing

e-Pal Licence

Technical resources
Computer and/or interactive whiteboard.
Websites

· Roald Dahl www.roalddahl.com
· ABC Kids Rollercoaster www.abc.net.au/rollercoaster
· The Yuckiest Site on the Web www.yucky.discovery.com/flash
· Cyberchase thinking games www.pbskids.org/cyberchase/allgames.html
· Neuroscience for kids faculty.washington.edu/chudler/neurok.html
· Utah Education Network 3–6 Student Interactives 
www.uen.org/3-6interactives/index.shtml
The ACMA resources
CyberQuoll episode 3.

All resources from the ACMA can be ordered online at cybersafety@acma.gov.au
Other resources
Poster paper. 

Yellow, green and red sticky dots.
Learning activities

Focus question
· How and why is it important for adults to help children to share content online safely and appropriately?

Contributing questions

· How do I know which information is personal and should be kept private?

· How is person-to-person communication similar to and different from online communication?

· How can I be sure that I communicate with others respectfully?

· How can I be sure that online contact and online content are appropriate?
Tuning in

1. Identify personal information

Provide the class with clues, such as a phrase or sentence taken from a book that students in the class are likely to have read or have had read to them. You might begin with well-known picture books and extend to short novels. Students ask questions that require yes, no or unsure as a response in an attempt to be first to correctly guess the title of the book.
An alternative guessing game involves progressively giving single sentence clues as classmates attempt to be first to correctly guess the film title, film character, TV star or character, famous scientist, celebrity and so on.
Have students play games such as Cluedo, Celebrity Heads or similar.

Following the games, have the class discuss the relative ease with which they could guess correctly, given the right clues. 
Ask students to think about how these games relate to their online presence. What clues would people need to be able to discover who they are, where they live, where they go to school or where they like to play.

Finding out

1. Posting personal information online

Have students volunteer to share information about themselves that they have posted online. Display on a large screen and consider what the information tells other people about them and whether any of it would enable someone to locate them. 

2. Online privacy

Ask how many students leave their front door open. Ask why people do not generally leave their front door open. Record students’ ideas and emphasise privacy and safety.

For the following discussion, teachers may need to modify the question for fearful students.

Ask how many students would let strangers walk into their bedroom at home and begin looking through their cupboards and shelves? Discuss why this would be inappropriate. Highlight the use of doors and locks to keep strangers out of our private spaces. 

Ask children to think about how they keep safe when they go out of their front door to visit new places or to visit people they have not met previously. Ask who would usually accompany them to help to get there safely. Highlight the idea that a trusted adult usually accompanies you or can help you to plan a visit to help you to keep safe.

Organising ideas

1. Analysing personal information 

Provide materials and ask each student to create a self-portrait. Ask them to then paste sentences with information about themselves around or below the portrait. Display the portraits and discuss the information students have ‘posted’. 

Distribute red, yellow and green sticky dots and have each student categorise information pasted around their self-portraits. Have students place:

· a red dot beside personal information that would help others to identify them easily that should be kept private
· a yellow dot beside information that might possibly enable someone to identify them and therefore should also only be shared with people they know well and trust in real life 
· a green dot for information that is safe to share because it would not help others to identify them. 

2. Visit appropriate websites with a trusted adult

Use the interactive whiteboard, digital projector or a large screen computer to ‘visit’ and to discuss some websites with the class. Begin by talking about what it means to ‘visit’ websites. Remind children that, generally, when they visit someone they go with a trusted adult who helps them to get there safely and to stay safe during the visit.

Visit the Roald Dahl website at www.roalddahl.com as a model to teach children what is meant by URL and about safe visits to websites. 

Begin by discussing who would have created this website. Ask the following questions:

· Why would the site have been created?

· What sort of information would you expect to find here?

· Do you think it is likely to be a safe site? Why or why not?

Have students work with a partner to complete Worksheet 1 to help them to review the class visit to the Roald Dahl website.

Provide opportunities and supervision or use the interactive whiteboard to enable students to visit websites such as: 

ABC Kids Rollercoaster www.abc.net.au/rollercoaster
The Yuckiest Site on the Web www.yucky.discovery.com/flash
Cyberchase thinking games www.pbskids.org/cyberchase/allgames.html
Neuroscience for kids faculty.washington.edu/chudler/neurok.html
Utah Education Network 3–6 Student Interactives www.uen.org/3-6interactives/index.shtml
Ask students to investigate the role of the Mod Squad on the ABC rollercoaster website at www.abc.net.au/rollercoaster/info.
3. Communicating politely and safely

Make a class list of the many different ways people can communicate. Ask students to refer to the items on the list and in pairs or small groups, to take turns to role-play a successful communication or interaction for each one.

Consider the benefit of expressing negative feelings more clearly and fairly face-to-face rather than in messages where they may be misunderstood. 

Introduce the word ‘etiquette’ and explore its meaning with the class. Ask students to find out from older people in their family or local community what examples of etiquette were expected in the past that are no longer commonly expected, such as drafting a written note thanking someone for dinner.
Discuss the role of good manners in ensuring successful communication. Record students’ ideas about what it means to have good manners; for example: 

· speak politely without rude or offensive language
· don’t leave people out of the conversation 
· talk kindly about other people 
· speak in a conversational tone rather than shouting
· use words like ‘please’ and ‘thank you’ 
· be careful not to hurt anyone’s feelings
· use appropriate emoticons 
· use clear language with correct spelling 
· avoid capitals (as capitals might seem like you are shouting).
4. Understanding online netiquette 

Have students work with a partner to create a cartoon using one to three drawings that shows how important it is to have successful communication skills.

Discuss cartoons with the class, then use students’ work to highlight the similar need for good manners when communicating via the internet; for example, when sending an email or using chat. Emphasise the similarities between face-to-face good manners and netiquette, or online good manners.

Discuss the way that the two words ‘internet’ and ‘etiquette’ are used to explain good online manners. 

Create a class chart with ‘netiquette tips for new users’, that describes how people should treat each other online; for example:
Netiquette tips for new users

1. Speak or write kindly and politely.

2. Don’t exclude people.

3. Use good manners words like ‘please’ and ‘thank you’.

4. Use emoticons to help people to know when a joke is friendly.

5. Keep calm and do not react or respond if you receive rude or offensive content from other people, and ask an adult for support. 
6. Spell words correctly and check your content to make sure your message is clear. 

7. Respect other people and their privacy. 

5. Using emoticons

As a class, list emoticons students may use in emails; for example:
· :-) happy

· ;-) wink

· :-( sad or unhappy.
Brainstorm a class list of feelings. Have students work with a partner to create new emoticons to express several of the feelings. 

As a class, discuss the effect upon people of receiving emoticons in emails or messages. How do positive messages make people feel? How might negative emoticons affect people when they receive them? 

6. Apply online netiquette

Find out how many students use emails or chat regularly to communicate with others. 
Assist students to set up email accounts to use within the classroom. Have each student draw a classmate’s name out of a hat to become his or her e-pal. 

Have students use Worksheet 3 to plan an email explaining netiquette to their e-pal. The teacher could act as the moderator who decides whether online manners have been used. If so, a student completes and is granted an e-pal licence (located at the end of the worksheets) and can then send emails to their e-pal. 
Concluding activities
Extend students’ e-pal licences to enable them to converse with other classmates if they can find ways to demonstrate they have a clear understanding of the rights and responsibilities related to online communication. 

1. Creating online top tips

Agree upon and create a class ‘Ten top tips when online’ banner, using tips that are relevant for your students; for example:
Ten top tips when online
When I am online I will always:

· Ask a parent or trusted adult before going online.
· Keep personal details private, like my name, address, school and photos.
· Keep my passwords private.
· Tell a parent or trusted adult if something is rude, scary or doesn’t feel right.
· Ask a parent or trusted adult before filling in forms.
· Ask a parent or trusted adult before buying anything. 

· Avoid talking with people who I do not know in real life, unless I have asked a parent or trusted adult.
· Ask a parent or trusted adult before meeting in real life someone who I only ‘know’ online.
· Check with a parent or a trusted adult if something does not seem quite right.
· Use my netiquette skills.

2. Recording safe surfing rules

Provide opportunities for pairs of students to engage with the safe surfing animation on the Children’s BBC website at www.bbc.co.uk/cbbc/help/safesurfing/cartoon.shtml.
Ask students to use Worksheet 4 to record the rules they learn while engaging with the cartoon about sharing personal information and responding to unwelcome contact. The website rules are summarised below:


S – Keep safe.

M – Don’t meet up.


A – Accepting emails can be dangerous.


R – Reliable. Are people who they say they are?


T – Tell a trusted adult if you feel uncomfortable or unsafe. 
Extension activity
As a class, consider engaging in worldwide email activities. Before doing so, assist the class to locate and evaluate a suitable hosting website using the knowledge and skills learned in this lesson sequence; for example: 

www.epals.com.
ePals SchoolMail™ is a free school-safe email for students from kindergarten to Year 12, providing easy-to-use multilingual electronic communications solutions for schools worldwide in a protected, customised and collaborative environment.

Teachers and students might be guided in worldwide e-pal activities by engaging in a further lesson sequence found at www.readwritethink.org/lessons/lesson_view.asp?id=178.
Worksheets

WORKSHEET 1: Visit a website
Name: 

	Website
	Roald Dahl

	URL
	www.roalddahl.com

	Click on ‘email news’
	1. Put a red circle around information you need to fill in to join the ‘Roald Dahl Club’.

2. Put a * next to personal information.

· Your first name 

· Your last name 

· Your street

· Your suburb

· Your state

· Your postcode

· Your country
· Your phone number

· Your date of birth

· Your email address

· Your parent or guardian’s email address

· Your favourite movie

· Your favourite Roald Dahl book

	Do you like this website?
Yes  /  No
Why or why not?




WORKSHEET 2: Analyse websites
Name: 


	Website
	

	URL
	

	What is on this site?



	Do you like the content on this site?
Yes / No

	Does this site collect personal information?
Yes / No

Do you need to check with an adult before you fill in any forms?


Yes / No


	Do you need to pay a membership fee?
Yes / No

Do you need to check with an adult before you pay fees?


Yes / No


	Do you think this is a safe site to visit?
Yes / No
Why or why not?



	Will you visit this site again?
Yes / No

Why or why not?




WORKSHEET 3: Plan an email
Name: 


Plan an email to your e-pal explaining what we mean by netiquette. Make sure you use the class netiquette rules. 

	To: 


	Cc: 


	Subject: 


	Attachments: 


	


WORKSHEET 4: Safe surfing
Name: 


8. View the animation at www.bbc.co.uk/cbbc/help/safesurfing/cartoon.shtml to learn some rules that will help to keep you safe online.
9. Use the letters on the left to help you to write the rules.

10. Read or print the Smart Rules on the website to compare your ideas.
	Dongle’s Fact Sheet

	
S


	
	

	
M


	
	

	
A


	
	

	
R


	
	

	
T

	
	


E-PAL LICENCE

This is to certify that

uses excellent netiquette to communicate
when online.

Netiquette Rules

1. Speaks or writes kindly and politely.

2.
Does not exclude people.

3.
Uses good manners words like ‘please’ and ‘thank you’.

4.
Uses emoticons to help people to know when a joke is friendly.

5.
Keeps calm and does not react or respond if rude or offensive content is received from other people, and asks an adult for support. 

6.
Spells words correctly and checks content to make sure messages are clear. 

7.
Respects other people and their privacy. 

Signed:

Date:

Extended licence approved

Signed:

Date:

For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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