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Upper primary ages 10–11
Protecting me and you–online reality
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Creative Commons

These teaching resources on the Cybersmart website’s Schools Gateway are now available to schools under Creative Commons licences.

The new licensing conditions are more flexible than existing copyright, enabling schools and teachers to use, adapt and re-publish material from the resource, without seeking permission to republish from the ACMA.

These materials have been licensed under an attribution non-commercial share alike license (BY-NC-SA). Under these licenses, the materials are available for free use and adaptation so teachers can change, translate and share new creations with other teachers and students.
Copyright Notice

Source: © Commonwealth of Australia 2009

[image: image2.png]



This work is based on materials that constitute copyright of the Commonwealth of Australia and is licensed under a Creative Commons Attribution Non-Commercial Share Alike 2.5 Australia Licence.

Disclaimer: The ACMA has taken reasonable care to ensure the information in this work is correct and accurate at the time of publication. However, the ACMA makes no warranties regarding the correctness of the information at later dates, and disclaims liability for damages resulting from its use. The ACMA recommends that users exercise their own independent skill and judgment when using this work and carefully evaluate the accuracy, currency, completeness and relevance of the material for their purposes.

The ACMA requests that if you republish this work, you notify the ACMA by email at: cybersafety@acma.gov.au  including a link to the republished work. This is to assist us in tracking the uptake of our works and the innovative uses that our licensees are making of our works.

See: http://www.cybersmart.gov.au/Legal/Copyright.aspx for more information
Unit of Work—Upper primary ages 10–11

Protecting me and you—online reality
Introduction

Many children have difficulty understanding the difference between fantasy and reality in television programs or films, especially if what they are viewing resembles real life. Many will want to be like powerful characters they watch, particularly heroes and heroines. 

Similarly, many children tend to trust or believe information or images they see on the internet, including online games. For these reasons, it is important to engage them in discussions and use a broad range of examples to help clarify what constitutes real content versus imaginary, fictional or virtual content. 
Teachers should take care with the selection of television and video games to ensure that they are appropriately classified for their students. We recommend you check with your school administrator for guidance as this unit involves viewing low level violence.  

This unit of work is the same as for Middle primary Getting connected-online reality. The activities are suitable for Years 5 and 6.
Before you start

Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on children and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA research.

Unit overview

Aims

This unit aims to help students to: 
· reflect on the differences between virtual or fictional content and real content, people and communities.

Objectives

By the end of this unit, students will be able to:  
· analyse online symbols

· identify avatars as online constructs

· explain how violence in games is not the same as real life

· consider why violence in games does not reflect appropriate real life behaviours.
Length of time required for lessons

5 x 45 minute lessons (approx).
Key concepts

To check how these concepts apply to your learning program, explore Learning pathways Upper primary in the Teacher resources section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Curriculum and learning resources links

National curriculum connections

Values Education

· National Values Education website with the Nine Values for Australian Schooling.
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian schools
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT

· Upper primary—Year 5 statement from
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT

Students have opportunities to use different digital media to improve the communication of ideas, express a personal image and establish an identity. They reflect on experiences to analyse the delivery and effectiveness of the communication.

Ethics, issues and ICT

Students apply codes of practice that promote safety, responsibility and respect when working in online and stand-alone environments. They examine practices in a variety of ICT environments to recognise the underlying values. They recognise the importance of acknowledging the owner(s)/creator(s) of digital work and establish sound practices for acknowledging them.

Students implement a range of preventative strategies for addressing health and safety issues when using ICT and develop and apply strategies for the security of personal information.
Cross curriculum links

This unit of work can be used in any of the following subjects and topic areas:

· identity

· health

· communication

· SOSE 

· the arts 

· personal development.

Lesson resources

Worksheets to print out

Worksheet 1: Using symbols

Worksheet 2: Create an avatar
Technical resources
Computer and/or interactive whiteboard.
Media resources 
G-rated video or online game.

Websites

ABC Dust Echoes www.abc.net.au/dustechoes
Children’s BBC www.bbc.co.uk/cbbc
Other resources
Poster paper. 
Learning activities

Focus questions

· How and why might people use symbols to communicate online? 

· How and why does violence in games relate to real life behaviours?
Contributing questions

· How and why are symbols used to communicate or to represent ideas?

· How and why is online content similar to and different from real life content?

· How and why are avatars created and used online?

· How is violence in games similar to and different from real life?

Tuning in

1. Understanding symbols
Display various flags from Australia and other countries and ask students to explain how symbols on the flags are used to represent a country, its people and their way of life. 

Provide students with a copy of the Australian national flag outline and encourage them to colour it accurately to show how symbols on the flag are used to represent Australia. The outline can be sourced as a pdf from www.itsanhonour.gov.au/symbols/flag.cfm 

The site also provides information to assist in discussing symbols found on the flag. 

Have students complete similar activities with other Australian flags, for example, the Australian Aboriginal flag and Torres Strait Islander flag. Ask students to suggest reasons why different symbols may be found on these flags. The flags can be sourced from www.itsanhonour.gov.au/symbols/otherflag.cfm
As a class, list other symbols students are familiar with; for example, those that represent recycling, school crossing, copyright, telephone, no smoking, airport, male and female toilets, a peace sign or a four-leaf clover. Point out that numerals are symbols for numbers and that dice feature dots to symbolise numbers.

Ask students to explain what is meant by ‘symbol’ and decide on a class definition; for example, objects, pictures, words, sounds or marks that represent something by association. This could be a red octagon which is used to represent ‘STOP’ when driving. 

See: www.underconsideration.com/random/maven_symbol_signs.jpg for ideas that an illustrator might use.

Finding out

1. Creating a superhero avatar

View the opening of or an excerpt from a live action superhero film, live action film or animated film. As a class, explore whether the episodes or films viewed are live action or animation, then identify and list the main characters. 

Ensure through discussion that students understand that a live action film involves real people as actors pretending or acting in roles as fictional characters and that animated characters are not real, but have been constructed using imagination. 

As a class, list symbols used in superhero films and animation. Why do superhero characters use symbols and also masks and costumes? Talk about how characters use them to create a persona or an identity, usually a secret identity that hides who they really are, the real person. 

As a class, discuss and list ideas in response to the following question: if you were a superhero and could become whoever you wanted to be, what characteristics would you have? 

Have each student create a superhero persona. This may be done on poster paper or using a graphics or drawing program. 

Provide opportunities for students to present their personas to the class, but ask each child to compare and contrast his or her real self with the superhero persona. Ensure students understand that one is real and the other is constructed and fictional. 
2. Exploring use of symbols on a website

Choose an animation from the ABC Dust Echoes site at www.abc.net.au/dustechoes, which features 12 animated dreamtime stories of love, loyalty, duty and Aboriginal custom and law for children from Central Arnhem Land. The site also contains interactive activities and study guides. 
View the Dust Echoes site and one or more animations showing students how to interact with the site using symbols. Consider the following:  

· How is the Dust Echoes site presented? 

· How easy is it to navigate?

· What are the symbols used to signal that the site has animated stories and is about the Aboriginal dreamtime? For example, ask students to consider the important placement of the campfires and why they are animated.

· How does the Explore section help us understand the stories and Aboriginal culture?
Organising ideas

1. Creating website symbols

Before beginning online activities, write to parents and explain the purpose of activities that will involve students signing into the Children’s BBC (CBBC) website. 

As a class, use the interactive whiteboard, digital projector or a large screen computer to ‘visit’ the CBBC website at www.bbc.co.uk/cbbc
Review what it means to visit websites. Remind students that, generally, when they visit someone in the real world, they go with a trusted adult who helps them to get there safely and to stay safe during the visit.

Point out the symbols used to represent the CBBC website menu. As a class, discuss why each symbol (home, watch, games, create, grab and find) may have been selected.

Have each student complete Worksheet 1 to show the online menu symbols used by CBBC and then have students create alternative symbols.
2. Personalising a virtual space and avatar

Use the interactive whiteboard to explore the CBBC site further. Visit the section where children can personalise a space known as the ‘den’ and create their own avatar at www.bbc.co.uk/cbbc/mycbbc.
Before allowing students to sign in to the website, teachers will need to explain online rights and responsibilities and review the need for adult supervision when registering on a website. Students will be providing personal information and teachers will need to supervise as students complete required details. 

Display and discuss the rules and responsibilities stated on the CBBC website that students need to agree to before they can create their den and avatar. These are reprinted below.

BBC House Rules

· Please tell your parent or guardian that you are now a bbc.co.uk member.
· Please respect each other.
· Don’t tell anyone your personal details.
Please read the full

‘Terms of Use and Privacy Policy’
CanceI 

Agree

Explain and discuss the following information the CBBC provides to users.

Before you use CBBC, remember:
· Do not publish your email address or any web addresses.
· Remember, don’t meet anyone in person that you met on the net, unless a parent or guardian is with you.
· We will keep all your personal information very safe and it will only be used by the BBC and companies working for the BBC.
· Beware of stranger danger—people online may not be who they say they are.
Having discussed the rules and responsibilities of website users, ask students to click on the CBBC ‘Edit Avatar’ section of the page to create an avatar. 
Clue: Look for the tyre on the right of the page.

Have each student complete Worksheet 2(without putting his or her name on the worksheet(showing the avatar created on the CBBC website. If they are unable to visit the site, students could simply create an avatar they would like to use when online. 

Remind students not to reveal personal information when online, sending emails, chatting, playing games and so on and explain why this is important. Help them to create a ‘handle’ or online name which does not reveal personal information.
Display the worksheets in the classroom. Have students take turns to guess real identities hidden by the handles and avatars. 

Discuss the following: 
· Why do people have avatars when they go online?
· Why are sensible online identities needed that do not attract unwanted attention by bullies or other unwelcome people?
3. Real versus fictional violence 

Select some appropriate television animations, particularly older style ones with characters like Bugs Bunny, Yosemite Sam, Silvester and Tweety, Road Runner or Popeye that incorporate low-level violent actions. Alternatively, select an appropriate fight scene from episode 2 or other scenes from Legacy of the Silver Shadow. This is available from the Australian Children’s Television Foundation at www.actf.com.au. Or select another suitable television program. 
If there are concerns about screening the footage described able ask children about popular animations–something they watched on the weekend, that morning or at the movies–talk through two or three to ensure every class member is familiar with one of the programs and the characters and work through a scene they remember that included violence or harm–and then work through the questions below as appropriate.

As a class, view and carefully deconstruct the scene. Ask the following:
· Who was in this scene?

· Are these real people? If not, are they animated characters or actors playing a role? How do you know?

· What was each character doing?
· Did it look real? Why or why not?

· How did the filmmakers try to make it look real?

· Does the scene involve characters trying to harm one another?

· Are characters given rewards for harming others? If so, is this appropriate?

· Are the consequences of violence the same as in the real world?
· Consider the effects upon characters who are harmed. Are there consequences for the perpetrators of the harm?

· What consequences would there be in the real world?

· Why do you think it includes violent action? Is it appropriate? Why or why not?

· Would all viewers understand that violence is not acceptable in the real world?

· Might some people think violence is okay after viewing this? Why or why not?
Concluding activities
1. Exploring violence in online games
Arrange for several students to demonstrate G-rated game-play that involves some low-level violence, or as for activity above ask students to recall and describe scenes from popular animations. 

Following the demonstration, assist students again to carefully deconstruct what has occurred by asking questions, such as:

· Who was in this game?

· Are these real people? If not, are they animated characters or actors playing a role?

· What is an avatar? Do players assume a role using an avatar? 

· What were the characters doing?

· Did it look real? Why or why not?

· How did the game-makers try to make it look real?

· Does the game involve violence?

· Does the game involve characters trying to harm one another?

· Are characters given rewards for harming others? If so, is this appropriate?

· Are the consequences of violence the same as in the real world? 

· Consider the effects upon characters who are harmed. Are there consequences for the perpetrators of the harm? Why or why not?

· What consequences would there be in the real world?

· Why do you think the game includes violent action? Is it appropriate? Why or why not?

· Would all players understand that violence is not acceptable in the real world?

· Might some people think violence is okay after playing games like this one?

As a class, list and discuss games that involve adventure or action, but that do not involve harm or violence to characters.

Provide opportunities for students to play these games. Highlight and discuss the features that make the games enjoyable. 

2. Planning an online game
Have students work in groups of four or five to create a plan for a new game. To do so, they will need to decide upon:

· the type of game or genre

· the storyline that sets up the goals in the game

· the characters or avatars that will represent each of them as a player in the game

· any symbols used in the game

· the goals of each player

· the actions that each player will be involved in as he or she attempts to achieve the goals.

Worksheets

WORKSHEET 1: Using symbols
Name: 

Draw the symbol for each item on the toolbar found on the Children’s BBC website, then create your own symbol for each one. 

	
	BBC symbol
	My symbol

	Home


	
	

	Watch


	
	

	Games


	
	

	Create


	
	

	Grab


	
	

	Find


	
	


WORKSHEET 2: Creating an avatar

Name: 


	Draw symbols to represent your personality, favourite foods, sports and other activities, music, books, movies and so on. 



	List nicknames you could use to keep your real identity secret. Often an online identity is called a ‘handle’.
	Draw your avatar.

	1. 
	Choose your ‘handle’ or your online name. Choose wisely!



For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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