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Creative Commons

These teaching resources on the Cybersmart website’s Schools Gateway are now available to schools under Creative Commons licences.

The new licensing conditions are more flexible than existing copyright, enabling schools and teachers to use, adapt and re-publish material from the resource, without seeking permission to republish from the ACMA.

These materials have been licensed under an attribution non-commercial share alike license (BY-NC-SA). Under these licenses, the materials are available for free use and adaptation so teachers can change, translate and share new creations with other teachers and students.
Copyright Notice

Source: © Commonwealth of Australia 2009
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This work is based on materials that constitute copyright of the Commonwealth of Australia and is licensed under a Creative Commons Attribution Non-Commercial Share Alike 2.5 Australia Licence.

Disclaimer: The ACMA has taken reasonable care to ensure the information in this work is correct and accurate at the time of publication. However, the ACMA makes no warranties regarding the correctness of the information at later dates, and disclaims liability for damages resulting from its use. The ACMA recommends that users exercise their own independent skill and judgment when using this work and carefully evaluate the accuracy, currency, completeness and relevance of the material for their purposes.

The ACMA requests that if you republish this work, you notify the ACMA by email at: cybersafety@acma.gov.au  including a link to the republished work. This is to assist us in tracking the uptake of our works and the innovative uses that our licensees are making of our works.

See: http://www.cybersmart.gov.au/Legal/Copyright.aspx for more information
Unit of Work—Upper primary ages 10–11

Protecting me and you—interaction with online communities
Introduction

Many people sensibly use nicknames and avatars when communicating online to hide their identity, which helps to keep them safe. An avatar is a representation of a person or the construction of an alter ego. An avatar can be a 3D model used in computer games, a two-dimensional image or icon that can be used to chat via the internet, or, for some, a text construct used in text-based games. 

Use of an avatar can give people control over how they represent themselves. People can alter their gender, build, height, hair and skin colour. It is important for teachers to help students to consider reasons for their choices and to think about how their choices in representing a constructed self might affect the way they communicate and behave in virtual worlds. 
The virtual nature of online activity, particularly when using an avatar, can provide a sense of distance that may create a lack of a sense of connection between real people. At times this can lead to a lack of empathy for others. The intensity generated during game play and the quick response time required, particularly in games that involve violence, can lead to impulsive words and actions. 

This unit of work aims to encourage students to remember that online communications, including social game play, involves contact between real people with real feelings and therefore requires good manners, common sense known as ‘netiquette’, kindness and fairness. It will also assist students to reflect upon and to examine behaviours around game play and, in particular, the impact violent game play may have on people. 
Teachers should take care with the selection of video games to ensure that they are appropriately classified for their students. We recommend you check with your school administrator for guidance on the video games section of this unit as it involves viewing low-level violence.

Before you start

Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on children and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA research.

Unit overview

Aims

This unit aims to help students to: 

· examine how and why people use online constructs such as avatars to communicate
· reflect upon the differences between virtual or fictional content versus real content and real people
· consider the role and place of violence in games
· identify and develop a critical awareness of the purpose of commercial content online.

Objectives

By the end of this unit, students will be able to:  

· identify avatars as online constructs
· explain why people use online constructs such as avatars to communicate
· distinguish between real and virtual people or content
· identify appropriate game classifications for their age group
· explain how and why violence in games is not the same as real life and does not reflect appropriate real-life behaviours
· identify and be critically aware of the purpose of commercial content online.

Length of time required for lessons

7 x 45 minute lessons (approx.)

Key concepts

To check how these concepts apply to your learning program, explore Learning pathways Upper primary in the Teacher resources section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Curriculum and learning resources links

National curriculum connections

Values Education

· National Values Education website with the Nine Values for Australian Schooling.
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian schools
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT

· Upper primary—Year 5 statement from
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT

Students have opportunities to use different digital media to improve the communication of ideas, express a personal image and establish an identity. They reflect on experiences to analyse the delivery and effectiveness of the communication.

Ethics, issues and ICT

Students apply codes of practice that promote safety, responsibility and respect when working in online and stand-alone environments. They examine practices in a variety of ICT environments to recognise the underlying values. They recognise the importance of acknowledging the owner(s)/creator(s) of digital work and establish sound practices for acknowledging them.

Students implement a range of preventative strategies for addressing health and safety issues when using ICT and develop and apply strategies for the security of personal information.
Cross curriculum links

This unit of work can be used in any of the following subjects and topic areas:

· identity

· health

· communication

· SOSE 

· the arts 

· personal development.

Lesson resources

Worksheets to print out

Worksheet 1: Video game survey
Worksheet 2: Exploring video games and violence
Worksheet 3: Creating an avatar

Worksheet 4: Bogus websites 

Technical resources

Computers

Whiteboard (optional)

Media resources 

Noah & Saskia (Australian Children’s Television Foundation)

The ACMA resources

CyberQuoll, episode 5 ‘Trying it On’ www.cyberquoll.com.au/index.html
All the ACMA resources can be ordered at cybersafety@acma.gov.au. 
Websites

· Australian Government Classification Website 
www.oflc.gov.au 

· Bogus Web Adventures 
www.teachers.ash.org.au
· Dove 
www.dove.us
· GetGameSmart.com 
www.getgamesmart.com/spotlight/videocontest 
· Media Awareness Network 
www.media-awareness.ca 

· Think U Know UK 
www.thinkuknow.co.uk
· Think U Know Aust 
www.thinkuknow.com.au
· The Jackalope Conspiracy 
www.sudftw.com/jackcon.htm
Other resources

Poster paper 
Learning activities

Focus questions

· How and why is it important to develop the knowledge, skills and attitudes required for cybercitizenship? 

Contributing questions

· How and why do people create fictional or imaginary characters and use virtual representations of themselves when communicating online?

· Why is it important to understand similarities and differences between virtual worlds and the real world?

· Why is it important to consider the appropriateness of violent behaviour in virtual and real-life interactions?

· Why do we need to be aware of the placement and purpose of commercial content online?

Tuning in

1. Exploring the use of avatars
Use an interactive whiteboard or other large screen to view the following clip, from the Noah & Saskia TV series, located on the Australian Screen website at: 
http://australianscreen.com.au/titles/noah-saskia-tomorrow/clip2/. 

Saskia goes online to try to talk with Max Hammer, a boy who is using her music without permission. She is not successful as herself so she creates an avatar to get his attention. ‘Indy’ is gorgeous, sexy and friendly. It works and Max wants to talk with her. Back in her room, Saskia’s online discussion continues with a ‘real’ looking Max representation. 

Saskia uses her imagination to create or to construct an image of what Max might look and sound like in real life. In reality, Saskia and Max communicate through typing. Discuss: 

· Why do you think Indy is gradually revealed from her legs up?

· What do Indy’s body shape, clothes, eye colour and name say about her?

· What does her choice of avatar say about what Saskia might want to be like?

· Why do you think Saskia constructed this type of avatar? What does Saskia say about this in the clip?

· What does Saskia’s constructed idea or image of Max tell you about Saskia?
· Why do you think Saskia ‘hears’ Max with an Australian accent?
Ensure students understand that Noah and Saskia are fictional representations constructed by the filmmakers, and that the avatars, Max and Indy, are in turn constructed by these fictional characters as part of the story. Highlight the fact that they have never met and only know each other online.

Discuss: How do the avatars represent Noah and Saskia’s real and imagined selves? 

2. Exploring video games and violence
Ask students to complete the video game survey on Worksheet 1. Seat students in a circle and ask them to talk about what they discovered about themselves based on the survey. Encourage students to disclose what they think might be some of the problems associated with the playing of video games. 

As a class, discuss the appeal of video games. Ask how many students play video games and list the games they play on the board or on butcher’s paper. Also include the reasons why they like to play each of the video games listed. 

Provide opportunities for pairs of students to play games such as those found at www.thinkuknow.co.uk/8_10/games/default.aspx.

In particular ask students to play the ‘Duckhunter’ or the ‘Shooting gallery’ game on the above site, or other G-rated games they may own that involve low-level violence, and to complete Worksheet 2 in order to respond to the following questions: 

· Describe any violent action/s in this game.

· Who is violent in this game?

· Who is affected by the violence?

· Does this type of violence occur in real life?

· What would be the effects of these violent actions in real life?
· Do you think players of all ages understand the difference between game play and real life?

3. Considering website authenticity
Use the interactive whiteboard or large screen presentation with the class to explore the hoax website at www.sudftw.com/jackcon.htm.

This page features the site ‘The Jackalope Conspiracy’. It tells us that the Jackalope (Lepus-temperamentalus) is one of the rarest animals in the world—a cross between an extinct pygmy-deer and a species of killer-rabbit. 

The first thing to point out to students is the clue contained in the URL. Explore the meaning of a con(fidence) trick with students. You might relate the harmless nature of this hoax site to an April fool’s day joke. However, students need to understand that there are other unscrupulous people who are capable of hoaxes that are designed to take money from or to hurt or exploit people in other ways. 

Structure

· Is the structure of the website easy to navigate?

· Does the website load quickly?

Responsible owners or creators

· Is there anything odd about the URL?

· Does the URL give you clues about the person or organisation who owns or created the website?

· Does the site provide an explanation of who owns or created it?

High-quality, reliable content

· Are ‘pop-up’ windows appearing?

· Can you find out who wrote or authorised the content? Do they seem to be trustworthy?

· Is the content easy to read? Has it been proofread?

· Is the content well organised? Does it used headings and images and acknowledge its sources?

· Does the content provide or acknowledge other points of view?

· Does the content provide a biased or extreme point of view?

· Can you verify that the content is correct?

Legal issues are clear

· Does the site include legal notices?

Current and up-to-date links, content and contact details

· Is the content recent or is it outdated?

· Are contact details included for the website owners or creators and are they real?

· Are you able to send feedback to the site owners or creators?

· Do any provided links work?

Finding out

1. Reflecting on avatars
Follow up by viewing another Noah & Saskia clip, also from Australian Screen: http://australianscreen.com.au/titles/noah-saskia-tomorrow/clip3/. 

Bursting with excitement and totally smitten with Max, Saskia tries to explain why Max is perfect for her to her friend Renee. Renee argues that Max is not real and tries valiantly to challenge Saskia’s thinking. Strangely, even though Saskia has created Indy as her alter ego, it doesn’t seem to cross her mind that Max might also be ‘constructed’. 

Discuss with the class: 

· What are the risks or dangers for Saskia of this type of thinking?

· What examples can students give of occasions when they might use avatars in their own lives?

· Ask students to share and discuss the avatars they use when online.

· How do people decide what their avatar will be like?

Display the words from the Noah and Saskia theme song (below):

Show me, that you know me, that you see me, that you see who I want to be. 

Tell me, can you see who I want to be 

Can’t believe, you and me, finally 

Somebody found me! 

Show me, that you know me, that you see me, that you see who I want to be.
Discuss ideas the song might encourage us to explore, related to self-image, reality and our constructed representations of ourselves. 
Have students complete Worksheet 3 to explore their own identity and reflect on their current avatar or create an avatar.

2. Classification of video games
Use the interactive whiteboard or large screen presentation with the class to visit the Australian Government classification website, which provides information about the National Classification Scheme in Australia at www.oflc.gov.au/www/cob/classification.nsf/Page/CommunityandConsumers_ClassificationMarkings_FilmandComputerGames_FilmandComputerGames. 
Discuss each of the classification markings and the short description of the type of content referred to by each one.

Ask the class to brainstorm all the video games they know and to add the titles to the list created earlier. Beside each game record the classification of the game. If some are not known, ask students to find out. 

Explain the three main components of a classification marking:  

1. classification symbol

2. classification description

3. consumer advice, which is specific to each film and computer game, and which informs consumers about some of the content in a film or computer game.

Bring in several games with a G, PG and M rating and read through and discuss the reasons for the classification of each one. Ask students to provide reasons why they should follow the classification guidance. Ensure that the students understand that the classification suitable for their age group is G or, with their parents’ approval, PG.

It is not recommended that you view the games for this activity where they are PG or M. Instead, rely on a general description of the game and the cover to discuss the game’s rating.

Have students suggest possible consequences of playing inappropriate games, for example, not understanding the content, being frightened by the content or having nightmares about it.

3. Exploring bogus websites
To reinforce the need for critical awareness use the interactive whiteboard or large screen presentation to help the class explore Bogus Web Adventures created by B. Edwards and available online at www.teachers.ash.org.au/hippohelper/learningbytes/bogus%20sites/1.%20The%20Question.sw. 

This website provides step-by-step information, questions and activities. These are designed to assist students to understand that while the internet allows you to search for and locate vast amounts of information on many topics, this can also be a problem since anyone can create and publish information. It highlights the fact that websites can be outdated, include mistakes or be deliberately untruthful, biased or deceitful.

Groups of students could each focus on one of the sites provided and evaluate the site by completing Worksheet 4.

Organising ideas

1. Evaluating games
In groups of three, have students play one or two games with a G or PG (with appropriate permissions) classification, and then to use Worksheet 5 to evaluate the game/s. If there are concerns about playing the games at school, ask the students about popular games(something they played on the weekend, that morning or at the movies. Talk through two or three games that are classified G to ensure every class member is familiar with one of them. 

As a class discuss the games played and evaluated in terms of:

· the enjoyment of the game
· how it reflects real life
· positive and negative effects of games
· effects on players’ behaviour after the game.

Ask students to visit the ‘Video Voting Gallery’ at the GetGameSmart.com website at www.getgamesmart.com/spotlight/videocontest/ to view short videos made by children to encourage good choices about games.

As a class discuss: 

· Do people become accustomed and desensitised to violence when they play violent video games? 

· Do you think there might be a connection between video violence and crime?

· Do you think video game designers can ensure their games are fun and challenging without being violent?
Have students work in mixed gender groups (if possible) of students to conduct research and find some evidence that relates to these questions. Ask each group to present their findings to the class in an interesting and engaging way. 

Hold a debate on the following topic:

Video games need to have conflict for a game to be enjoyable and that’s why they need to be violent.
2. Evaluating websites
To further reinforce the need for critical awareness, use the interactive whiteboard or large screen presentation with the class to engage in the online module CyberTour by the Media Awareness Network, found at 
www.media-awareness.ca/english/games/jocool_jofool/teachers.cfm.

CyberTour involves students ‘accompanying’ Josie and Joseph Cool as they visit twelve favourite websites. Each one helps students to explore issues and challenges faced when people surf the web, including online privacy, online marketing, responsible internet use, authenticating online resources and internet safety. At each site, students assess the appropriateness of decisions by considering key questions, such as:

· What type of website is it? 

· What is its purpose: To inform? To sell? To entertain? To persuade?

· Is it a commercial website? A personal home page? An educational site? How can you tell?

· What decision does Jo have to make?

· What should Jo look out for? What should he or she take into account before acting?

· What's the ‘big picture’ here? Is this a privacy or safety issue? A matter of authentication? Does this relate to good citizenship online?

· Does Jo make the right decision? Why or why not? 

After completing the CyberTour module, students can check their thinking by engaging in a CyberQuiz to reinforce the concepts introduced. The activity is supported by a Teacher's Guide from the Media Awareness Network (available in PDF format).
Concluding activities

1. Analysing games websites
Ask students to use the knowledge and the skills of critical analysis they have developed through participation in the previous activities and to apply their expertise to thinking about how websites present information and what they include on their sites.

Use the interactive whiteboard or large screen presentation with the class to visit a games site such as: www.kidscom.com/games/games.html 
As a class discuss the following questions:

· How appealing is this site? Why?

· What is the purpose of this site?

· Why do you think this?

· Identify all advertising on the site. How obvious is the advertising?

· How does the advertising attract attention?

· Who is the site targeting? 

· How do you know who the site is targeting?

2. Analysing advertising messages online
Use the interactive whiteboard or large screen presentation with the class to view the Dove film advertisement on the following website: 
www.dove.us/#/features/videos/default.aspx[cp-documentid=7049579]/.

Ask students to identify what might be the intended message/s of the film advertisement. 

The Dove ad on this website uses the concept of creating a socially acceptable message that is ‘bigger’ than the product that it is quietly promoting. This technique encourages viral online marketing where people forward the ad from one person to another very rapidly. Companies can see the potential of this type of online marketing, so it is important that we think very critically about the messages that underpin a campaign like this one.

· What is a dove?

· What colour is it?

· What does a dove make you think about?

· Why do you think the company uses the word and symbol of a dove?

· Who made the film?

· Why do you think they made the film?

· Why do you think they have called this the ‘Campaign for Real Beauty’?

· What is the ad selling? How do you know?

· Who is this ad aimed at? Why do you say this?

· How is the ad subtly trying to encourage people to purchase Dove products?

· What else do you see on the website around the Dove film?

· Why are these things included on the website?

Have students work in groups to present a poster display to the class evaluating the impact of advertising found on one of the major sporting websites or select other suitable sites. 

In the same groups, have students create a storyboard and, if possible, create a film to teach younger students about strategies used by advertisers, including use of ‘community messages’, placement of ads on websites and other techniques such as including quizzes or competitions.
Extension activities

1. CyberQuoll episode 5 ‘Trying it On’
The episode found at www.cyberquoll.com.au/index.html deals with internet commercialism and includes a fun interactive game, ‘The Lie Detector Machine’. A teacher guide, lesson plans and worksheets are also available.

2. Further exploration of avatars and virtual and real relationships
The Australian Children’s Television Foundation provides a comprehensive range of further activities related to Noah & Saskia exploring characterisation, stereotypes, personas and virtual and real relationships, found at:

Character stereotypes and signatures

http://www.actf.com.au/learning_centre/school_resources/productions/nas/lesson_plans/unit1_lesson3.htm
Analysing personas

http://www.actf.com.au/learning_centre/school_resources/productions/nas/lesson_plans/unit1_lesson4.htm
Virtual and ‘real’ relationships

http://www.actf.com.au/learning_centre/school_resources/productions/nas/lesson_plans/unit1_lesson3.htm.

3. Exploring the effects of violent games
The Media Awareness Network website provides extensive activities that teachers might draw from, in order to more fully explore the effects of violent video games with students:

www.media-awareness.ca/english/resources/educational/lessons/secondary/video_games/video_games_lesson.cfm 

4. What you see is not always what you get
WYSIWYG stands for What You See Is What You Get. The Saskatchewan School District site at www.saskschools.ca/~ischool/tisdale/integrated/wysiwyg/teacher.htm provides a comprehensive lesson plan on website reliability. It helps students to realise they can’t always trust a website and to learn how to tell if a website is reliable.

The lesson features a website about Jacopo di Poggibonsi that was developed by seven students at the University of Michigan. The artist, Jacopo di Poggibonsi, has never existed and the site is a work of fiction.

Further resources and references
Noah & Saskia: www.abc.net.au/rollercoaster/noahandsaskia/
Worksheets

WORKSHEET 1: Video game survey
Name: 

1. Circle to show how often do you play video games?

Every day

2 – 3 times per week

once a week

 Less than once a week

2. When you play, how long do you play each time?

Less than 1 hour 
1 hour

2 hours

3 hours  
more than 3 hours

3. What are your two most favourite video games and what is the genre of each one?

	Name of game
	Genre or type of game

	
	

	
	


4. What makes these games better than other games?

5. Do you get frustrated or angry while you are playing a game? What happens?

6. Is it easy for you to stop playing games? Why?

7. How do you feel after you finish playing games?

8. Do you get angry at other times in real life?  When and why?

9. Are you a patient person? Why or why not?

WORKSHEET 2: Exploring video games and violence

Name: 


Describe any violent action/s in this game.

Who is violent in this game?

Who is affected by the violence?

Does this type of violence occur in real life? Explain.

What would be the effects of these violent actions in real life?

Do you think players of all ages understand the difference between game play and real life?
WORKSHEET 3: Creating an avatar

Name: 


Write or draw

	How do you see yourself?


	How do you think your best friend sees you?



	Ask your friend to say how he or she sees you. 


	Ask another friend how he or she thinks you see yourself.

	What did you discover about who you are?

Draw and describe your current avatar or one you would like to have.

Is it like the real you?




WORKSHEET 4: Bogus websites

Name: 


Structure

Is the structure of the website easy to navigate?

Does the website load quickly?

Responsible owners or creators

Is there anything odd about the URL?

Does the URL give you clues about the person or organisation who owns or created the website? 

Does the site provide an explanation of who owns or created it?

High-quality, reliable content

Are ‘pop-up’ windows appearing?

Can you find out who wrote or authorised the content? Do they seem to be trustworthy? 

Is the content easy to read? Has it been proofread?

Is the content well organised? Does it used headings and images and acknowledge its sources?

Does the content provide or acknowledge other points of view?

Does the content provide a biased or extreme point of view?

Can you verify that the content is correct?

Legal issues are clear

Does the site include legal notices?

Current and up-to-date links, content and contact details

Is the content recent or is it outdated?

Are contact details included for the website owners or creators and are they real?

Are you able to send feedback to the site owners or creators?

Do any provided links work?

For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
2
© Commonwealth of Australia 2009  

 [image: image3.png]



1
© Commonwealth of Australia

 [image: image4.png]




[image: image3.png][image: image4.png][image: image5.png]