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Unit of work
Upper primary ages 10–11
Protecting me and you—identifying appropriate
online content and places
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Creative Commons

These teaching resources on the Cybersmart website’s Schools Gateway are now available to schools under Creative Commons licences.

The new licensing conditions are more flexible than existing copyright, enabling schools and teachers to use, adapt and re-publish material from the resource, without seeking permission to republish from the ACMA.

These materials have been licensed under an attribution non-commercial share alike license (BY-NC-SA). Under these licenses, the materials are available for free use and adaptation so teachers can change, translate and share new creations with other teachers and students.
Copyright Notice

Source: © Commonwealth of Australia 2009
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This work is based on materials that constitute copyright of the Commonwealth of Australia and is licensed under a Creative Commons Attribution Non-Commercial Share Alike 2.5 Australia Licence.

Disclaimer: The ACMA has taken reasonable care to ensure the information in this work is correct and accurate at the time of publication. However, the ACMA makes no warranties regarding the correctness of the information at later dates, and disclaims liability for damages resulting from its use. The ACMA recommends that users exercise their own independent skill and judgment when using this work and carefully evaluate the accuracy, currency, completeness and relevance of the material for their purposes.

The ACMA requests that if you republish this work, you notify the ACMA by email at: cybersafety@acma.gov.au  including a link to the republished work. This is to assist us in tracking the uptake of our works and the innovative uses that our licensees are making of our works.

See: http://www.cybersmart.gov.au/Legal/Copyright.aspx for more information
Unit of Work—Upper primary ages 10–11
Protecting me and you–identifying appropriate online content and places
Introduction

Most of the time, children’s use of the internet and the virtual environments it provides is a safe endeavour. However, as in the real world, some children will encounter unsafe, unsettling, disturbing or risky situations such as viewing content that is violent, intended for adults or illegal.  

To assist children to navigate online environments safely, both teachers and parents need to be aware of and regularly discuss with children the online activities they engage in. These conversations will provide opportunities to suggest strategies to help them to deal with any unwanted or inappropriate contact or content. This includes reporting inappropriate content to a trusted adult who can provide guidance. 

Teachers and parents can also employ various software tools such as parental controls or filters designed to support safe surfing and other online activities. Parental controls and filters help to ensure content accessed is age appropriate. Depending on their functionality, they may help protect children from bullies and predators. Nevertheless, these tools alone cannot be relied upon. The best way to protect children is to help them develop the knowledge, skills and confidence to deal with inappropriate content and contact should it arise.
Before you start

Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on children and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA research.

Unit overview

Aims

This unit aims to help students to: 
· develop the knowledge and skills to enable them to search online safely
· identify appropriate online content and places
· deal with unwanted or inappropriate content.
Objectives

By the end of this unit, students will be able to: 

· know how to search for safe sites and content
· identify appropriate online content and places
· explain how to deal with unwanted adult or violent content.
Length of time required for lessons

7 x 45 minute lessons (approx).
Key concepts

To check how these concepts apply to your learning program, explore Learning pathways Upper primary in the Teacher resources section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Curriculum and learning resources links

National curriculum connections

Values Education

· National Values Education website with the Nine Values for Australian Schooling:
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian schools:
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT

· Upper primary—Year 5 statement:
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT

Students have opportunities to use different digital media to improve the communication of ideas, express a personal image and establish an identity. They reflect on experiences to analyse the delivery and effectiveness of the communication.
Ethics, issues and ICT

Students apply codes of practice that promote safety, responsibility and respect when working in online and standalone environments. They examine practices in a variety of ICT environments to recognise the underlying values. They recognise the importance of acknowledging the owner(s)/creator(s) of digital work and establish sound practices for acknowledging them.

Students implement a range of preventative strategies for addressing health and safety issues when using ICT and develop and apply strategies for the security of personal information.
Cross-curriculum links

This unit of work can be used in any of the following subjects and topic areas:

· identity
· health
· communication
· SOSE 
· the arts 
· personal development.
Lesson resources

Worksheets to print out 

Worksheet 1: Finding your way on the internet
Worksheet 2: What is the web?

Worksheet 3: Rating web sources

Worksheet 4a: Comparing websites

Worksheet 4b: Comparing websites
Technical resources
Computers
Whiteboard (optional)
Websites
Dairy Farmers www.dairyfarmers.com.au/df
Ecologic, Powerhouse Museum www.powerhousemuseum.com/education/ecologic/games.htm
Science project www.scienceproject.com
The Pure Drop www.thepuredrop.com.au
Tourism Australia www.australia.com/index.aspx
Search engines

Ask Kids sp.askkids.com/docs/askkids 
Google Safe Search www.squirrelnet.com/search/Google_SafeSearch.asp
Family Friendly Search www.familyfriendlysearch.com
The ACMA resources 
CyberQuoll www.cyberquoll.com.au episode 2

Hector’s World™ episode 3

All resources from the ACMA can be ordered at cybersafety@acma.gov.au.

Other resources
Poster paper.

Learning activities

Focus question
· How and why is it important to develop the knowledge and skills needed to search safely online, to identify appropriate content and deal with unwanted or inappropriate content?
Contributing questions

· Why do I need to know how to identify appropriate online content and places?

· Why do I need to know how to deal with unwanted adult or violent content?
· Why do I need to know how to search for safe sites and content?
Tuning in

1. Finding your way
Ask students to tell you what they know about the internet and the world wide web, commonly abbreviated as the ‘web’. Record their ideas. Explain that the web is huge and is made up of millions of websites found on computers all around the world. We can connect to these pages using the internet and can send emails using the internet. So if we want to find useful, accurate and relevant information by doing web searches, we need to learn specific searching skills. 

The next activity aims to be a fun way to assist students to think about how to effectively search the web for information.

Provide pairs of students with a page from a street directory showing the area around the school. Provide a list of step-by-step clues similar to the ‘Get directions’ function on Google Maps Australia, for example:
Follow the directions and show in red the route from school to the Post Office. 

1. Head north along Dowling Street.
2. Turn left at Fish Street.
3. Continue west along Fish Street, and so on.

However, ensure the directions are incorrect and do not lead to the stated destination.

When students realise the directions do not take them to the stated destination ask them to explain the causes of the problem.

Discuss with students the frustration of searching for a location if you have been given incorrect directions. 

Following this, announce that you have found the correct clues, distribute them and allow students sufficient time to complete the task. 

As a class, discuss and record reasons why students could not initially reach the stated destination. Ask them to explain the causes of the problem. Emphasise the ease in locating the destination when the search clues were relevant, accurate and specific. 

Highlight the frustration of searching for a location with poor or incorrect directions. 

Have each student complete Worksheet 1 to reflect upon how the street directory activity might relate to using the internet to conduct online research using the web.
Finding out

1. Using the correct search terms

It may be interesting for students to use wool to physically represent a web search. To begin, students spread out around the room. One student (the researcher) takes a ball of wool and ‘clicks’ on the first web page. To do so, he or she unwinds the wool and takes it to another student, who represents a web page. That student takes hold of the wool, but the researcher continues moving about the room unravelling the wool as he or she goes, letting other students, who represent websites or web pages, take hold of the wool, as the researcher ‘clicks’ on them. Ultimately a network of connections will be represented. 

Once everyone is untangled, a lively discussion should be had to encourage students to make suggestions about how searching for information on the web can be less random and more focused; for example:
· list questions you want to answer

· list important words related to the topic of your search

· don’t randomly click on sites that come up in a search, only click on sites that seem relevant.

Have students complete a drawing using Worksheet 2 to represent what the web might look like today.
2. How to research on the web

Set students to work in pairs to find and record on Worksheet 3 five accurate facts about the Great Barrier Reef, from five different sources on the web. Set a 20 minute time limit. Suggest that students spend a few minutes discussing and planning how they will search before they start. 

When the 20 minutes ends, find out how many facts students have gathered. Consider how many websites they looked at that were not useful. Explain the need to carefully choose words to guide the search engine, as poor choices of search words wastes time by leading you to sites that are not relevant, not reliable, outdated or even to inappropriate sites that upset you.
3. Using search engines
As a class discuss: What is a search engine? 

Explore students’ ideas then explain that a search engine helps users to use the internet to locate information stored on the web. While there are now probably thousands of search engines, not all of them are easy to use or helpful. Search engines work in different ways; for example:
· ‘Ask Kids’ allows you to type in questions. sp.askkids.com/docs/askkids 
· ‘Google Safe Search’ lets you type in words or phrases, and then ranks results by the importance and relevance of the site. For this to work effectively you have to choose search words carefully. www.squirrelnet.com/search/Google_SafeSearch.asp
· ‘Family Friendly Search’ searches Yahooligans, AOL Kids, Kids Click, and Saluki Search with one click. www.familyfriendlysearch.com/
Students need to select an appropriate search engine and then think about and practise using helpful search strategies to find what they want and not to end up with inappropriate, frightening or unsettling content.

Share facts related to the Great Barrier Reef recorded by students. Discuss discrepancies and consider these in relation to the reliability of the sources of information. Ask students to think about what makes a source reliable? Have pairs of students review Worksheet 3 to rate the reliability of their sources using 1 to 3 stars, with 1 star being ‘may be reliable’ to 3 stars being ‘very reliable’. 

Share again and discuss and encourage students to justify their rating. Record their ideas about what makes a source from the web reliable; for example:
· well-known and highly regarded within our community

· recent 

· provides evidence.

As a class, discuss the following: We know there are millions of websites and web pages. Who creates them? Are they all accurate? Are all people who create web pages sensible? Are they all honest? Are they all kind? Are they all smart? Are they all believable? Why do people create websites?

Organising ideas

1. Analysing a website

To reinforce these ideas, use an interactive whiteboard or other large screen with the class to explore and deconstruct a website such as the Dairy Farmers website, found at www.dairyfarmers.com.au/df.
Demonstrate and emphasise the use of knowledge, skills and vocabulary that assist in locating, selecting, navigating and evaluating appropriate websites and online content safely, such as:

· What is the URL?

· Does the URL tell you anything about who created the site?

· Does the URL tell you anything about the content it might contain?

Sometimes the URL will contain information that tells you about the site; for example: 
· .gov refers to government websites

· .edu refers to educational institutions 

· .com tells you the website is a commercial business

· .org usually refers to an organisation. 

Once you have logged on to the web site, ask students:
· Does the website look reliable, interesting, inviting?

· What sections does the website have?

· Who wrote or created the content?

· When was it created? Has it been updated?

· Why was the website created? 
· What is the purpose of the website?

· Who is the content aimed at?

· Is it easy to use or navigate?

· Do the headings help you to navigate the site?

· Do the links work?

· Is the content easy to read and understand?

· Does the content seem accurate? Why do you think this?

· Why are you using this website? Does it contain what you need?

· Does the content make you feel uneasy, uncomfortable, unhappy or scared?

Concluding activities
Have pairs of students respond to the true or false questions on Worksheet 4a, then ask them to select a website from the list provided below, to analyse by completing the information retrieval chart on Worksheets 4a and 4b. Students could analyse and compare two websites if time allows. 

Science project www.scienceproject.com
Ecologic, Powerhouse Museum www.powerhousemuseum.com/education/ecologic/games.htm
The Pure Drop www.thepuredrop.com.au
Tourism Australia www.australia.com/index.aspx
As a class, share and compare information about the websites analysed by students. Remind students that anyone can create websites or online content, which is why we need to use our ‘antennae’ to check whether a site is safe to navigate. 

Explain to students that there may be times when they come across content that is not appropriate. Reassure students that this is not their fault, but there are skills for dealing with content they are not expecting or do not wish to see. 

As a class, list such skills; for example:
· clicking the home page if you have been on it and it was safe

· clicking the back button on the tool bar if the previous page was OK
· minimising or closing down the window

· telling a parent, teacher or trusted adult

· reporting the content to their Internet Service Provider (ISP), the police or to the ACMA. 

Extension activity
As a class, read and discuss information related to safe, effective searching found on the following websites. 

www.open2.net/sciencetechnologynature/computing/findthingsfast.html
www.open2.net/health_socialcare/thebestoftheweb.html
Further resources and references

www.bewebaware.ca/english/EffectiveOnline.aspx
Worksheets

WORKSHEET 1: Finding your way on the internet

Name: 

Draw a picture to show how using the internet to search for information on the web can be like trying to reach a destination with incorrect directions.
	


WORKSHEET 2: What is the web?
Name: 

The web is made up of millions of websites found on computers all around the world. We can connect to these pages using the internet. We can also send emails using the internet.

Create a drawing that represents what the web might look like today.

	


WORKSHEET 3: Rating web sources

Name: 


	Fact number
	Fact
	Source

	1.


	
	

	2.


	
	

	3.


	
	

	4.


	
	

	5.


	
	


WORKSHEET 4a: Comparing websites

Name: 


1. True or false?

	All non-fiction or factual books are true.
All websites have factual information.
All people who make websites are kind people who care about kids.


2. Choose a website.
Analyse it to help you create your own Super Sleuth Tips for a Cybersafe Search.

	What is a URL?
	

	What does the URL tell you about who created the site?

What does the URL tell you about the content it might contain?
	

	Log on.

Does the website look reliable, interesting, inviting?


	

	What sections does the website have?


	

	Who wrote or created the content?

What information is available about its authors or the organisation who created the content?

Does it have real contact information such as a phone number or address?
	

	When was it created?

Has it been updated?
	


WORKSHEET 4b: Comparing websites

Name: 


	Why do you think the website was created? What is the purpose of the website?

Does it present more than one point of view?
	

	Who is the content aimed at?
	

	Is the website easy to use or navigate?

Do the headings help you to navigate the site?

Do the links work?
	

	Is the content easy to read and understand?
	

	Does the content seem accurate?

Why do you think this?


	

	Why are you using this website?

Does it contain what you need?

Where else could you get this type of information?

Are there better sources than this one?
	

	Does the content make you feel uneasy, uncomfortable, unhappy or scared?

If it did, what would you do about it?


	


For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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