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Unit of Work—Middle secondary ages 14–15
Managing online safety 
Introduction
When engaging in online activities, young people can share information with friends and strangers from all over the world. While there are many benefits in online communication there are also risks. For young people to have positive internet experiences, it’s important that they develop protective behaviours to safeguard themselves and their friends and family while engaging with others online. These behaviours include protecting personal information, identifying when feeling unsafe, identifying risky online behaviour and recognising and reporting grooming tactics.
This unit covers the following topics: 
· identifying online risks
· protecting personal information
· risks in unwanted contact online
· understanding the role of privacy in personal safety
· understanding the grooming process
· where to seek help.

Important note
Teachers should review all suggested websites, videos and other digital content before use in the classroom to ensure that it meets school guidelines and student needs. Some of the suggested video content may be confronting and inappropriate for some students.
Before you start
Have you checked the behaviours and skills levels of your students? If not, visit What are students doing online? in the Schools section on the ACMA Cybersmart website at www.cybersmart.gov.au/schools.aspx to assess their skills. This section also provides information on young people and technology, including cybercitizen profiles, videos of students discussing their online activities and links to the ACMA’s research. 
Unit overview
Aims
This unit aims to increase student understanding of the personal safety risks when interacting online and how to manage those risks. It aims to increase student understanding of how to implement the protective behaviours required to interact safely online. 
Objectives
By the end of this unit, students will be able to: 
· understand the risks involved with social networking and how to better manage those risks
· know that it is difficult to remove or to retract content that is posted online
· recognise that some people adopt false identities for unlawful or illegitimate purposes, such as ‘online grooming’
· understand the indicators of grooming behaviour and how to protect themselves 
· understand the potential implications of participation in risky online behaviour
· know that some websites or individuals request personal identity information for dishonest or malicious purposes 
· apply strategies to help protect themselves and peers online. 
Topics covered
Five separate but related topics are covered. These can be taught individually or as part of a series. Most topics include two or three lessons that can be taught independent of each other—or consecutively to comprehensively cover each topic.
1. Understanding digital reputations—2 lessons of approx. 45-60 minutes.
2. Privacy—exploring digital footprints—1  lesson of 45-60 minutes. 
3. Keeping your online profile private and safe—2  lessons of 45-60 minutes.  
4. Identifying and managing unwanted contact online—3 lessons of 45-60 minutes.
5. Responsible cybercitizenship—3-4 lessons of 45-60 minutes.
Key concepts
To check how the key concepts apply to your learning program, explore Learning pathways Middle secondary in the Teacher resources section on the ACMA Cybersmart website at www.cybersmart.gov.au/schools.aspx.
Curriculum and learning resources links
National curriculum connections
Values Education
· National Values Education website with the Nine Values for Australian Schooling.
www.valueseducation.edu.au/values/val_national_framework_for_values_education,8757.html 
· This page has a downloadable PDF of the National Values Education Framework for Australian schools.
www.valueseducation.edu.au/verve/_resources/Framework_PDF_version_for_the_web.pdf
National Statements in ICT
· Middle secondary—Year 9 statement from
www.curriculum.edu.au/verve/_resources/StmntLearning_ICT_2008.pdf
Communicating with ICT
Students understand how ICT can be used to enhance interpersonal relationships.
They have opportunities to select different digital media, apply suitable or agreed communication conventions and protocols, and to develop their own image and identity or that of a group. They acknowledge feedback and reflect on their use of ICT to communicate in a range of contexts.
Ethics, issues and ICT
Students have opportunities to apply codes of practice and meet expectations regarding responsible practices. Students use agreed principles to review their use of ICT in terms of safety, ethical practice, legality and responsibility. They apply principles that acknowledge ownership of digital information and develop an awareness of legislation surrounding digital theft and plagiarism.
Cross curriculum links
This unit of work can be used in any of the following subjects and topic areas:
· English
· media studies
· ICT
· communication
· SOSE 
· the arts.
Lesson resources
Technical resources
· Computers.
.1.1 A computer connected to a data projector or Smart whiteboard for class viewing of online videos.
· Butchers paper and textas.
Websites
· ThinkUKnow UK
www.thinkuknow.co.au 
· Cybersmart
www.cybersmart.gov.au/teens.aspx 
· YouTube
www.youtube.com/watch?v=Z5WEnqnq1Hk&feature =channel
· Netsmartz
www.netsmartz.org
· NS Teens
www.nsteens.org
ACMA resources
Wise up to IT
www.wiseuptoit.com.au
All resources from the ACMA can be ordered free of charge online at cybersafety@acma.gov.au. 
Topic 1. Understanding digital reputations 
This topic introduces the concept of digital reputation and the impact digital reputations can have on real life reputations. The topic explores practical ways for students to manage reputations. It also looks at the concept of public versus private and how to balance the desire for a public presence with the need to protect personal information.
Lesson 1. Video and discussion about digital reputation
This lesson begins with an exploration of digital reputations and how the information that students post online can have real life implications. A brief introductory video from a US organisation, NS Teens sets the scene for students to start thinking about what their social networking profiles and other online communications say about them in the online world and how that can impact on them in the real world.
The video Profile Penalty at www.nsteens.org/videos/offline-consequences/ talks about the importance of considering what information is posted on social networking profiles and how that information impacts on digital and real life reputations. In this video Tad tries to make sure his online profile won’t embarrass him in front of coaches, colleagues and a girl he likes.
Discuss the video
As a class consider the following:
· What does Tad’s profile say about him?
· How can you decide whether information and images are appropriate and safe to post online?
· Why might some people post inappropriate messages and pictures online?
· Who can see things you post online?
· Can you guarantee complete privacy when you post things online? Why not?
· How might things you post online now affect you in the future?
· What does your profile say about you?
· How can you encourage your friends to be thoughtful about the profile information they provide for others to read or view?
Student activity cards on the site provide additional activities and discussion opportunities. 
Ask students to explore the concept of private versus public sites and chats. Many young people want to promote certain aspects of their lives, such as involvement in music or acting, but need to understand the importance of separating their ‘brand’ presence from their personal presence. Ask them to consider how celebrities manage their brand, keeping information they want in the public while hiding their personal information to maintain privacy, protect their money and keep safe.
By using social networking sites and email addresses distinguished as ‘private’ and ‘public’ students can still enjoy sharing the information and ‘brand’ or persona they want to share with the broader public, while keeping their personal information private for security and safety. 
Lesson 2. Small group activity to separate public from personal information
Encourage each group to identify a ‘public’ social networking site they would like to establish to promote a band, acting talents, hobby etc. Where possible, use real examples from one person in the group. Ask them to map out the site using the template of one of the popular sites they use such as MySpace or Facebook. In particular get them to consider:
· Who they want to see the site (the target audience): general public, record producers, casting agents, other interested people
· What information their target audience should have about them, including contact details etc.
· How they will ensure the information provided doesn’t also give away their own personal information, for example, by setting up a separate email address just for correspondence in relation to the site and gigs etc.
· How to protect themselves from potential unwanted contact such as stalkers and scammers.
Groups can present their ideas to the class to enable the class to openly work through what the benefits of each planned social networking site are and any potential risks to safety that remain. Students should come up with strategies to address each identified risk. 
Topic 2. Privacy—exploring digital footprints 
This topic explores the importance of managing personal information online with a particular emphasis on how that information may be misused by businesses or criminals.
Lesson  Web-based activity to explore privacy issues
Provide opportunities for pairs of students to go online to  explore the Office of the Privacy Commissioner, Youth Portal at www.privacy.gov.au/topics/youth/index.html.
It provides a range of resources for adolescents including:
· a short video, Think before you upload! highlighting potential risks of online activities
· answers to privacy questions reprinted below related to social networking and spam 
· a pdf magazine, private i - your ultimate privacy survival guide.
· After viewing the short animated film, have students list key messages it contains. It may be helpful to download the six posters that summarise key messages on the site. 
· Have students form small groups and challenge them to write responses to the privacy questions, below. Each group can then visit the site to read the answers to the questions provided on the site. 
Topic 3. Keeping your online profile private and safe 
This topic explores the importance of managing personal information online for safety reasons.
Lesson 1. View web resources to explore the importance of managing personal information online
Have students view the video ‘Tracking Teresa’ found at www.netsmartz.org/resources/reallife.htm. Teresa enjoys catching up with friends in a chat room. Even though Teresa tries not to reveal personal information online, she leaves many clues that expose her to online risks. 
Class discussion
· What clues does Teresa leave?
· Do you think Teresa meant to leave clues that would expose her to danger?
· Who has access to these types of clues?
· How do the clues expose Teresa to danger? 
· This video is set in the US and is aimed at helping parents to protect their children. Do you think the same clues could be used to track a young person in Australia? What about on social networking sites?
Student activity cards on the site provide additional activities and discussion opportunities. 
Have students work with a partner to assess the level of risk the social networking profile of each student poses to their safety, including the posting of party details, details of holidays (advertising a vacant house to thieves), details of where they will be spending their day (advertising whereabouts to stalkers). 
Lesson 2. Video about victim of online stalking 
Note for teachers: Preview all videos suggested in this lesson as some can be frightening and may not be suitable for your students. 
The video ‘Stalking Sarah’ at www.wiseuptoit.com.au/videoclips.htm provides a good entry point for the discussion of online stalking.
Sarah is an active internet user who is visits chat rooms regularly, posts content in discussion groups and visits lots of websites. She meets interesting people who often have similar interests e.g. sport, music and movies. When a guy follows her in cyberspace, she feels unsafe and freaks out. He stalks her using emails her, posts inappropriate comments about her in chat rooms and knows her mobile phone number. In this clip Sarah explains how she protected herself. Additional activities, handouts and a video transcript are provided on the website. 
Class discussion
· How do you think Sarah felt when the man she met online began harassing her?
· How do you think the man gained Sarah’s trust?
· What does Sarah need to know to protect herself from similar situations occurring in the future?
· What information can people find out about you online?
· Would it be easy for a stranger to contact you?
· What information do you need to remove or modify to ensure your online safety?
As a class, create a flowchart showing how the stalker pieced together information about Sarah that enabled him to contact her by email and mobile phone and to know where she played sport. 
Brainstorm the strategies Sarah used to ensure her safety, for example, enlisted parent and police support, blocked the stalker, changed her mobile phone number. 
Topic 4: Identifying and managing unwanted contact online 
This section focuses on how students can identify and manage potentially unwanted contact online, in particular contact of a sexual nature. Unwanted contact can be from peers or from strangers including adults. The first two videos in this section look at unwanted contact from strangers, known as ‘online grooming’.
Note for teachers: Preview all videos suggested in this lesson as some can be frightening and may not be suitable for your students. 
Lesson 1. Video and discussion about online grooming
Online grooming refers to behaviour that raises concerns that a person is planning to meet a young person for unlawful purposes, such as establishing a sexual relationship.
The Thinkuknow website includes several videos, also found on YouTube, of young people talking about their experiences with unwanted contact and grooming in particular. 
The video ‘Clare thought she knew’ at explores a teenage girl’s experience as a target of grooming. 
View ‘Clare thought she knew’ at www.youtube.com/watch?v=Z5WEnqnq1Hk&feature=channel .
Class discussion (using a student as the moderator)
· How old do you think Clare might be?
· Do you think lots of people of your age would be vulnerable to the experience Clare had?
· What sort of person do you think Clare might be? Why do you think this? Give reasons for your opinion. 
· How might Clare have been feeling about herself? 
· Do you think Clare might have been more vulnerable to this type of danger? Why do you think this? 
· If a person feels vulnerable, sad, frightened or lonely, who are some real life people who might be able to help?
· Do you think anyone is vulnerable to grooming or only a certain ‘type’ of person?
· How do you think this man set about ‘grooming’ Clare to gain her trust so she felt safe to meet him? 
· Does this person, or any other person, have the right to deceive Clare? Why not?
· How might this type of danger also affect boys?
· Why do you think this man was able to deceive Clare? Do you think problems like this might be common? Why or why not? How do you know?
· How could Clare have known something wasn’t right?
· Do you know anyone who has had this type of experience and how did they deal with it? Encourage students not to use names or identifying information with these examples, and preferably not from the same school.
· What can young people do to avoid being deceived in this way?
Lesson 2. Video and discussion about reporting concerns about the online behaviour of others
View the film clip again and list the steps Clare took to regain control of her life.
Small group work 
List responses to the following on butchers paper:
· How was Clare supported?
· Who are the people available to us should something like this occur?
· How could you support a friend in this situation?
· Would you involve adults if you needed help?
· Would you involve adults if you thought a friend needed help? Why or why not? If yes, then who?
· Do you think reporting concerns about the behaviour of strangers online is a good idea?
· Who would you report concerns to? What would prevent you from reporting concerns to parents or another trusted adult?
Many young people are concerned that if they report online issues to parents their parents may overreact and even block some of their access to technology. 
Have students come up with a list of trusted adults they would consider reporting online concerns to. Identify strategies to approach the trusted adults to avoid the feared overreaction.  
Lesson 3. Video and activity about online grooming through online games
The video ‘Jeremy’s Friend’ explores a teenage boy’s experience as a target of grooming through online gaming. 
Note for teachers: Preview all videos suggested in this lesson as some can be confronting and may not be suitable for your students. 
Use the interactive whiteboard or other large screen projection to enable students to engage with the video clip Jeremy’s Friend, found on the Wise up to IT website at:
www.wiseuptoit.com.au/videoclips.htm
In the video Jeremy says, ’But the dangers are just as real online. And at the end of the day it’s impossible to really know who you might be talking to.’
Class discussion
Ask students to explain why Jeremy spent so much time on the internet playing games. How did his feelings and his online activities make him vulnerable and an easy target for the man to prey upon him?
View the video again and ask students to identify
· What clues or ‘alarm bells’ should have alerted Jeremy that something was not right?
· What problems did Jeremy have? 
· Why did these problems occur?
· What was needed to solve the problems?
· What safety tips or advice did Jeremy give?
· Do you think anyone is vulnerable to grooming or only a certain type of person?
Jeremy pointed out that you don’t usually tell strangers personal information in real life, but this man cleverly ‘groomed’ Jeremy, and tricked him into sharing private information online without anyone else knowing. 
Explain how use of a private chat room enabled the man to trap Jeremy. What did the man do to make it appear that he was tuned in to Jeremy’s needs, understood his gaming interests and other aspects of his life, and was a friend. 
Activity – The Pitch
The teenage group is one of the most difficult to communicate with about critical cybersafety messages. Ask students to come up with concepts to promote messages about grooming, including the risks, identifying the warning signs and defining and implementing strategies to protect teenagers from grooming. 
Students can develop a creative advertising ‘pitch’ to promote messages about grooming, the signs, how to avoid it and how to protect friends. Ask them to consider what would work for them?
Students might develop short video advertisements or plays, including the development of a script with the key messages integrated and explanations about why their advertisement would appeal to teenagers. Alternatively they might develop a song or poster or webpage promoting the key messages.
A panel of three students can debate the merits of each ‘pitch’ constructively, looking at how effectively key messages are delivered and the likely impact on the target audience of teenagers. One student should be the panel moderator to ensure comments remain constructive.  
Topic 5. Responsible cybercitizenship 
Lesson 1. Developing a webpage to promote responsible online behaviour
Being part of an online community can be fun and offers opportunities to be sociable and share content. There are many ways to access online profiles and social networking sites, for example, through a desktop computer, laptop, games console, mobile phone and other mobile devices. It is also easy to upload content from these tools and from cameras. However it’s easy for personal information to be misused by criminals and individuals with malicious intent. 
Discuss the following Internet Safety and Security Guidelines designed to help ensure safe use of personal information online.
Internet Safety and Security Guidelines
When using the internet:
· I will agree with parents or teachers about when I can go online, how often and for how long.
· I will be a responsible user who uses the Internet in ways that I know my parents or teachers would approve.
· I will moderate my online activities and only visit safe, secure websites.
· I will download content only if I know it is safe. 
· I will use a handle or avatar when using online chat services, and only use real names for communicating with real life friends. 
· I will keep personal identifying information, such as last name, home address, email address, telephone number, parents' names or the name or location of my school, private. I will not give it out without permission from my parents or teachers, to avoid being ‘tricked’ into allowing people to engage in cyberbullying, identify theft or to send viruses or spyware to my computer.
· I will not send photos or descriptions of myself, family members or friends to anyone without permission from my parents or teachers.
· I will not respond to content that makes me feel uncomfortable, or that is rude, obscene, offensive or threatening and I will tell my parents/carers or teachers immediately if I read or see such content. 
· I will not agree to meet someone I know only via the internet without permission from my parents. If my parents agree to a face-to-face meeting, I will meet in a public place with my parent nearby.
How reasonable are these guidelines? Are they achievable? Would you really stick by them?
Have students work in groups to create a web page promoting key aspects of the safety tips found on Worksheet 1. Ensure that the messages and tips are guidelines they think young people would follow..
Worksheet 1


 
Work in a team to plan, design and create a web page or other product promoting key messages from below. Display your plans and design for the class to provide feedback, before you construct it.
1. Safeguard your privacy by thinking carefully about the information you post on your online pages or sites, and on other people’s. Ask yourself:
· What privacy setting do you need to set? Private is a good option.
· Who do you want to see your personal information? 
· What type of information or images do you want people to see? 
· How will you manage your online reputation? What do your posts say about you? How are you presenting yourself and your friends? What will other people think about you? Are any photos or videos that may be embarrassing if parents/teachers see them? One day in the future your boss might see what you post now. 
· Remember once it’s posted anyone can see what you post about yourself and about your friends. Not only that, others can take what you post and alter it, without your permission or knowledge. 
· What photos and videos do you have online? Will they allow unkind or dishonest people to figure out which community you live in, your school, sporting club or your address?
· Check through your ‘friends’ list regularly. Do you still want all these people to see your personal information? Is there anything there that people could use against you, especially if you have a falling out with someone? Consider your reputation both now and in the future. 
· Protect your password. Even a friend can accidentally share it or make it public, opening your information up to people who cannot be trusted. 
· Put a PIN lock on your mobile, so it can’t be used if it is lost or stolen.
2. Do not assume you really know someone you have only met online. Some people lie about their real identity. You never really know for sure who you are talking to online.
Think carefully before adding the ‘friend’ of a friend who you don’t really know. How can you really be sure that this person is who they say they are? Could you ask them a question only they would know the answer to?
3. Think before you post.
Before you post content about your friends or their images, you need to ask their permission. Remember you are not anonymous. Your posts can be traced back to you.
5. Know how to change privacy settings, how to block people who are being inappropriate and how to report abuse.
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