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Common cybersafety issues

Protecting personal information

[image: image3.png]



Contents

2Protecting personal information


2What is personal information


2Disclosing personal information online


3Potential implications of sharing personal information online


5Digital reputation


6Tips for protecting personal information


9School responses to protecting personal information


11Resources and links




Protecting personal information
What is personal information
Personal information is any information or combination of information that enables the identification of an individual. 

Personal information may include full name and address details, phone numbers, email addresses, usernames and passwords, bank details, student identity card details or passport details.
In the online world, personal information is used by many businesses to enable communication between trusted parties and to confirm the legitimacy of a user’s identity.

Personal information is disclosed to, and used responsibly by, many legitimate online businesses to conduct business and online social interactions. However, if not managed carefully, it is possible for personal information to be accessed and misused by criminals.
The disclosure of personal information online also impacts on an internet user’s digital or online reputation. Essentially, this digital reputation is the opinion that others hold about the user.

This section of the website aims to assist educators in understanding how personal information is used online and how students can manage their information to protect against misuse and to protect their digital reputations. 
Other relevant content is included within Protecting computers: e-security in Common cybersafety issues of the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx, which looks at how to protect computers from compromise by viruses and other malicious online programs. Also of interest in the same section may be Unwanted contact which looks at how the excessive disclosure of personal information online can result in unwanted contact.
Disclosing personal information online

New technologies open up a world of positive opportunities to learn, be entertained, communicate and interact with friends as well as exchanging ideas and content with people who share common interests and points of view. 

Providing some personal information is essential in order to access many online services. Where information goes and who can access it are important considerations. 
The following online activities generally require people to disclose some level of personal information. 

· Online purchasing
Purchasing goods and services online requires personal information to verify the identity of the purchaser, financial information to process payments and often address information for the delivery of goods.

· Joining websites
Filling in forms is a requirement for users to join or register with most websites for contact and identity validation purposes. A red asterisk * generally identifies mandatory fields but some people are unaware of this and fill in all fields. A screen name or ID and an email address are often minimum requirements but other fields may include: age, gender, address, photo and personal likes or dislikes. 

· Competitions, prizes, rewards
Online competitions often require entrants to provide extensive personal data about themselves including information about their interests and demographic details. Often this information is used by the promoters to develop their marketing strategies or products.

· Online games and virtual worlds
Many popular interactive game sites and virtual worlds require registration details, which may include personal information, before the user can begin to play.
Potential implications of sharing personal information online

Personal information is shared by millions of internet users daily and usually managed safely and effectively by legitimate online entities. That said, personal information can be misused if it is disclosed in online environments that are not secure. Protecting personal information is each user’s responsibility.
Personal information may be used appropriately by a range of legitimate businesses, but if not adequately protected it may also be used by criminal organisations or misused by marketers. Disclosure of personal information also impacts on a user’s digital reputation.

Marketers use personal information to target advertising and promotions to specific age groups, interests or geographic areas. This may be appropriate if individuals would like to be informed about goods and services of interest, but is a potential annoyance if marketers send unsolicited marketing information or spam through email or SMS. 
Criminal use of personal information is also a concern. Criminals can piece together specific pieces of personal information to construct the identity of a person. This identity can then be used to apply for credit cards, utility services (like mobile phone contracts) and to commit fraud. 
All online activities are recorded as part of individuals’ ‘digital footprints’ and impact upon their digital or online reputation. More information about digital reputations is provided in the Digital reputations section on p 5 below.

Spam

If email addresses or mobile telephone numbers are provided online on sites with inadequate security or sites that indicate they may share such information with other parties those emails/phone numbers may become subject to spam. 

Spam is an unsolicited electronic communication, or electronic ‘junk mail’. Under the Spam Act 2003 it is illegal to send or cause to be sent unsolicited commercial electronic messages. 
Spam now makes up the majority of email traffic. Billions of unwanted spam messages clog up the internet, disrupt email delivery, reduce productivity and irritate users.

The content of spam messages varies. Some messages promote products or services, while others attempt to trick users into providing bank account or credit card details. Many spam messages contain offensive or fraudulent material, and some spread computer viruses. 
Cookies
A cookie is a web browser tool which stores information related to web browsing activity and then reports this back to the website that created the cookie. Cookies are intended to allow websites to remember a user and save personal settings. Personal information such as banking details may be collected and shared via the cookie. It is good practice to delete cookies on a regular basis.
Fraud and identity theft
Internet-based fraud or deception is organised and designed to use the anonymity of the internet to steal information and resources from consumers and corporations for financial gain. Simple fraud scams seek to obtain money or resources directly from targets, while others seek to gain personal information from targets that will be misused to obtain money, resources or information by deceptive means.

Identity theft is a specific type of fraud, which involves stealing money or gaining other benefits by pretending to be someone else. Identity theft can be devastating—both financially and emotionally. It can occur in many ways—from somebody using credit card details illegally to make purchases, to having a person’s entire identity assumed by another to open bank accounts, take out loans and conduct illegal business under that name.

Sophisticated information gathering tools such as malware and spyware enable perpetrators of fraud to gather personal information about targets without their knowledge. Malware, or ‘malicious software’, collects sensitive user information, such as banking details, and sends it back to people who use it to carry out fraud. This all happens without the target’s knowledge. 
Spyware is the generic term for computer code that is installed on a computer—typically without the user's knowledge—in order to send information about that user back to a third party. Spyware is not always related to scams or spamming. The most harmless type of spyware simply assists websites to track the visiting patterns of a user. Protecting computers: e-security in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx, provides information about how to protect your computer or server against spyware or malware.
Scams
Internet-based scams are often sent via email but can be sent by instant messaging, SMS (text messages) and MMS (image-based mobile phone messaging).
According to Scamwatch, www.scamwatch.gov.au/content/index.phtml/tag/HowScamsWork anyone can fall victim to a scam. Scams succeed because they look like the real thing and scammers manipulate people into responding. Scams can appear to come from authoritative sources, like a well-known bank or telecommunications provider. They may make people fearful that they will miss out on a ‘special’ offer, or feel ashamed of themselves for denying assistance to an individual or group in need.

Scams come in many guises. Some of the more common scams include: 

· Lottery scam
The scammer claims the recipient has won something substantial, such as a large sum of money or a great prize. and asks them to pay a small ‘fee’ to claim. Unexpected fees then continue to arise. 

· Phishing scam
Phishing emails are sent from falsified or 'spoofed' email addresses www.acma.gov.au/WEB/STANDARD/pc=PC_310319. Many phishing emails claim to be from a well-known bank, financial institution or telecommunications or internet service provider. These emails can direct recipients to a website that looks like the real website of a retailer or financial institution or can ask for confirmation of usernames and passwords. Phishing emails are designed to allow the scammer access to the victim’s financial details such as credit card numbers, account names and passwords or other personal information. 

· Advance Fee (or ‘Nigerian 419’) scams
These scams offer to pay the recipient a considerable sum of money to assist in transferring millions of dollars out of a foreign country for various legitimate sounding reasons. Similar to lottery scams, unexpected fees arise that must be paid before the money can be transferred. 

· Mule scam
Criminals contact prospective victims with attractive job vacancy adverts claiming to provide high pay for limited work. The job often involves transferring sums of money between accounts. This is money laundering and the recipient themselves may ultimately face criminal charges. 
More information about how to protect computers from compromise by viruses and other malicious online programs is available within Protecting computers: e-security in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Digital reputation
What is digital reputation?
All internet users will have a digital or online reputation. Essentially, this digital reputation is the opinion that others hold about the user. People aspire to have a positive online reputation. Students should be encouraged to think about their digital reputation when interacting online.

Digital reputations are developed over time and are based on the individual’s ‘digital footprint’. This footprint is a collection of the traces left by someone's activity in a digital environment—an accumulation of personal information, content shared or other data which can be accessed by other internet users. 
Digital footprints
Digital footprints can be either passive or active. 
· A passive digital footprint is created when data is collected about an action without any client initiation. At a low level, this could be someone’s name and contact details. It may also include photos, public postings and, in some cases, public records.
· An active digital footprint is created when personal data is released deliberately by a user who wishes to share information about themselves, such as deliberate postings or sharing information in the public and semi-public areas on the internet.

Digital footprint can also refer to the size of a person’s online presence—the number of individuals they interact with on social networking sites.
For their privacy and safety, it’s important for students and teachers alike to be aware of where their personal data is available on the internet given the, at times, unknown audience and the potential for it to be permanently accessible.
For many children and young people, who believe that that they are anonymous when online and that their personal identifying information is invisible, education about digital reputation and their digital footprint is an important safety measure. They should be aware of the many ways in which their personal information, and information about their online activities, can be collected without them knowing, or consenting to this happening. 
Creating online identities is the norm in many of the online environments that children and young people use, including public social networking sites, password protected profile sites and for general communications, such as email. Each environment provides different opportunities to share personal information with friends, friends of friends, strangers and through web forms. Children and young people are often unaware that private content may become visible and accessible to an unknown audience both now and, given the permanency of information on the internet, potentially the future.

For more information about digital reputation, see Risks and concerns in the Parents section of the ACMA Cybersmart website www.cybersmart.gov.au.

Tips for protecting personal information

Schools can provide the following tips to parents, children and young people in need of guidance on this issue. Alternatively, age appropriate information and resources are available from the Parents, Young kids, Kids and Teens sections of the ACMA Cybersmart website www.acma.gov.au. 
Only disclose financial information on secure websites
Credit card details, bank account details, tax file numbers, passwords or other personal information should never be sent electronically unless on a secure website. This may be indicated by a web address beginning with https:// and a ‘locked’ padlock symbol in the bottom of the screen, which indicates that data is being encrypted. If in doubt about the legitimacy of a website, call the organisation it claims to represent to check the legitimacy. When calling, do not use phone numbers provided on the suspect website or in suspect emails. Use a known phone number or one obtained from a trusted source such as the White or Yellow Pages or a government website. The Scamwatch website www.scamwatch.gov.au provides further advice on how to identify and report potential scams. 

Providing information to your banking institution

Banking institutions will never email individuals asking for their user name or password. If you receive an email by an organisation claiming to represent a banking institution report the email to the bank and Scamwatch www.scamwatch.gov.au. Do not respond and do not click on any links provided.

Read user agreements and privacy policies

If a site asks for personal information and asks the user to click on an ‘I agree’ button, users should not automatically agree. Encourage students to read ‘user agreements’ or privacy policies to determine how their personal information may be used in the future. Many organisations use information for their own marketing and some sell it to other marketing firms. If information is posted on websites that do sell information to marketers, individuals may receive promotional spam emails which can be difficult to stop. 

Reduce spam by protecting your details

Spam can be reduced by:

1.
protecting email addresses and mobile phone numbers by limiting disclosure online

2.
installing and using spam filtering software and asking internet service providers about ways to prevent spam

3.
checking the terms and conditions when purchasing products or signing up for services or email newsletters and not agreeing to email addresses or mobile numbers being used for marketing purposes

4.
boosting online security to ensure that spammers can't send spam via the user’s computer.

Some spam messages are sent by professional spammers, while others are sent by legitimate businesses that do not comply with Australia's spam laws. People who think they have been spammed, either via email or SMS, should not open or respond to suspicious messages. They may also choose to report the spam to the ACMA www.amca.gov.au/hotline.

If a message seems genuine and is from a known source but the recipient wants to stop further messages they may choose to contact the business responsible and ask that they stop emailing. They may also choose to unsubscribe using an ‘unsubscribe’ link in the email, send ‘Stop’ if it is an SMS, or make a complaint.
More information about spam and how to manage it is provided on the ACMA website www.acma.gov.au. 
Set up a new personal email account that can be used for competition entry

Where the security of a website is unknown, an option is to create and use a new email address for use on these sites. Use a separate address to communicate with friends, family and for work or study. Alternate email addresses can be generated easily using free email accounts, which are available online. These email accounts can also then be deleted easily and with little impact on other communication if they become the victim of spam attacks. 
Use caution in the use of names when setting up personal email accounts
Setting up an email account name is a good example of where students should be particularly careful about the information that they share. For example, 

Jack Smith—this name is personal information. In setting up an email address, Jack@hotmail.com is fairly secure as it does not reveal personal information. However, JackSmith13@hotmail.com does reveal personal information, ie, his name and potentially his age.
Understand that information shared online can be permanent

Information posted and shared in social networking sites may be permanently recorded and young people may not have control over who sees it. This can include teachers, parents, prospective employers and tertiary institutions. 
When joining online communities, students are best advised to read and understand the privacy policies and settings offered to prevent access to personal information, including images, by people they don’t know. 
Select passwords carefully

Use long and random passwords for any application that provides access to personal identity information, including logging onto a computer. Don't use dictionary words, pet names, birthdates, family or friends’ names, favourite actors or singers’ names as a password. Ideally, the password should be eight or more characters in length and combine letters and numbers. Change passwords regularly. User names and passwords must never be shared, even with peers. 
As with PINs for bank cards, passwords should not be accessible in any format to any person other than the user. They should not be stored on the computer or written down.
School responses to protecting personal information
Establishing a cybersafety team 

The establishment of a specific cybersafety team can greatly assist with the implementation of a holistic and consistent approach to cybersafety practices within the school, and to assist students to understand and manage the appropriate use of personal information online.

The cybersafety team would lead cybersafety issues, auditing schools policies and procedures and establishing and embedding new policies and procedures to enhance schoolwide cybersafe behaviours. This is explored further in Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Establishing a cybersafety contact person

It may be useful for schools to establish a cybersafety contact person that students can report online concerns with. This role should be promoted to staff, students and parents and ideally would provide non-judgemental guidance to students and liaise between students and parents on issues concerning student safety and wellbeing. The student welfare officer may fulfil this role and the person may be a member of the cybersafety team.
Educating students

Teacher resources in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx provide age-appropriate resources to teach children about the appropriate use of personal information online. This Cybersafety issue also provides important tips for parents and students. 
Educating parents

Schools can direct parents to specific information about the use of personal information online, in the Parents section of this website. Schools may also like to include a reference to protecting personal information in their school newsletter. 

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 

These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content

· tips and strategies to help children stay safe online.
Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.
Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Resources and links
Assistance and information 

· If you are concerned or you think a person has been the victim of a potential online fraud or identity theft, contact the Australian Competition and Consumer Commission (ACCC) Scamwatch or call the ACCC information centre on 1300 302 502.

· The Privacy Commissioner website www.privacy.gov.au/topics/youth provides detailed information about managing your personal information. 

· The Cybersafety Contact Centre can provide general cybersafety information. Phone 1800 880 176.

Report spam—install SpamMATTERS
Unsolicited emails, including unwanted advertising and those seeking personal information such as banking details are illegal under the Spam Act 2003.

Assist the ACMA in tracking down spammers by:

· reporting spam emails to the ACMA www.acma.gov.au/WEB/STANDARD/pc=PC_310369 
· downloading and installing the ACMA’s SpamMATTERS www.acma.gov.au/WEB/STANDARD/pc=PC_310300 reporting system.SpamMATTERS is available to download for Microsoft Outlook and Outlook Express email programs. Once installed, you can delete spam and report it to the ACMA at the same time, with just a single click.
Teaching resources

Teacher resources in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx are available to help equip students with the skills to manage the use of personal information online.

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 

These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Policies and procedures

Cybersafety policies and procedures have been developed by many education departments and offices across the States and territories. A list of all available policies and procedures is available within Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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