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Common cybersafety issues 
Inappropriate content: students accessing and developing inappropriate content
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Inappropriate content: students accessing and developing inappropriate content

Introduction
Children and young people using the internet can be exposed to material that is inappropriate for them. This could be material that is sexually explicit or offensive, violent or encourages activities that are dangerous or illegal. Some websites promote extreme political, violent, racist or sexist views. This material can be accessed through website browsing, through newsgroups, shared in peer-to-peer networks or sent by email or instant messaging services. Inappropriate content may be potentially harmful or disturbing for children and young people.
Children and young people can access inappropriate material inadvertently, for example by misspelling a word in a search engine, or they may intentionally seek out this content. 
Material that is considered inappropriate can vary depending on family and cultural standards and values. The age of children and young people is also an important factor, as is the manner in which individual children process, filter and apply information and cope with associated emotions. 

Content that breaches norms or standards on social, religious, cultural or other grounds may be considered inappropriate and includes:

· Violent content contained in films, short video clips, music, online games, or web images. Some online depictions of violence are simulated and stylised (such as those contained in feature films) while others may be depictions of real violence occurring in the context of war, criminal activity or accidents. 

· Sexually explicit content is widespread on the internet and able to be viewed on websites, shared in peer-to-peer (P2P) networks and social networking applications, and sent as email (including spam). Sexual content may range from easily accessible suggestive pictures to illegal images of child sexual abuse.

· Extremist websites which promote extreme political views. Such material is used by extremist groups to promote their views and to recruit new members, and may play a role in the radicalisation of vulnerable members of the community.

· Hate websites which incite hatred, violence or ridicule of groups on the basis of race, religion, sexual preference or other social or cultural factors.

· Content that instructs in or promotes crime or violence, which may include promotional or instructional websites on topics like bomb or weapon making, drug use, gaining unauthorised access to computers, fraud or terrorist activities.

· Online advertising. Some online advertising can be inappropriate for children because it contains inappropriate or adult content. The internet provides an inexpensive delivery channel for advertisers, making online advertising a popular option. Some online advertising also seeks to exploit the naivete of children and young people.

Viewing this material on computers or mobile phones may impact on the behaviour of individuals or groups within a school setting. Parents may also seek guidance from the school on how to deal with the issues that their children’s exposure to inappropriate content raises. 

How children and young people access inappropriate content 

Children and young people may seek out inappropriate content or may accidentally come across it, or may be referred to it by others. Such material may be viewed and shared in a range of internet-enabled environments, including social networking sites, peer-to-peer file sharing networks, websites and messaging applications (email, instant messenger). These environments can be accessed from internet-enabled desktop and laptop computers in the home and from internet-enabled mobile phones.

Accidental exposure 
Children and young people may accidentally come across inappropriate content while undertaking otherwise innocuous activities such as:
· getting unexpected results from online searches 

· clicking on hyperlinks within sites

· opening junk or spam mail

· mistyping web addresses in the browser or incorrectly spelling terms in a search engine
· opening an email attachment or link in a body of text
· linking to a site sent in an IM conversation
· clicking on a pop-up
· clicking on online game content or prize.
Searching out content
Children and young people may also seek out and access content that they may know is forbidden by their schools, parents or law. For some young people, searching out and forwarding such content to friends may be a form of social currency. 
Internet content accessible through mobile phones

It is important to consider that students with internet-enabled mobile phones have 24/7 access to online content. This may increase the risk of exposure to inappropriate content. 

Whether deliberate or not, exposure to problematic content may have negative psychological or behavioural effects on children and young people.
Prohibited online content

Some content that is considered inappropriate may also be prohibited or illegal in Australia. Prohibited content is defined with reference to the National Classification Code categories RC, X18+, R18+ and MA15+.
 While it is not an offence to view or possess prohibited content, the ACMA can take action under the Broadcasting Services Act 1992 to restrict the availability of such material. The following categories of content are prohibited:

· Any online content that is classified RC (refused classification) or X 18+* by the Classification Board (formerly the Office of Film and Literature Classification). This includes depictions of:

actual sexual activity between consenting adults
child sexual abuse

sexual activity accompanied by fetishistic behaviour

bestiality
’fantasies’ or behaviour such as incest
excessive violence or sexual violence
detailed instruction in crime, violence or drug use.
· Material that is classified RC because it advocates the doing of a terrorist act. 

· Content which is classified R 18+* and not subject to a restricted access system that prevents access by children. More information can be found on the ACMA website www.acma.gov.au/WEB/STANDARD/pc=PC_310905. This content includes:

depictions of simulated sexual activity
material containing violence or adult themes which are high in impact. 

· Content which is classified MA 15+*, provided by a mobile premium service or another commercial service that is not subject to a restricted access system. This includes depictions of nudity, drug use, violence and adult themes which are strong in impact, along with strong depictions of implied sexual activity and material containing strong coarse language. More information can be found on the ACMA website www.acma.gov.au/WEB/STANDARD/pc=PC_310905.
In addition, use of a carriage service to access, view or distribute some types of material may be an offence under commonwealth, state or territory legislation. In particular, under the Commonwealth Criminal Code Act 1995, criminal offences pertain to dealing with online child abuse or child pornography material, as well as dealing with material that directly or indirectly counsels or incites committing or attempting to commit suicide. 

Further information on prohibited online content, including how to make a complaint to the ACMA if you or a student comes across such content, is available on the ACMA’s website at www.acma.gov.au/hotline.

Consequences of creating, sharing or accessing inappropriate online content

Students sometimes create and/or distribute inappropriate content using mobile phone cameras and social networking websites. For example, the media has recently reported on ‘sexting’—that is, young people using mobile phones to share images of themselves or others naked or participating in sexual acts. Violent incidents of school bullying have also been published online. 
Students should be aware that they may be committing a criminal offence when taking and/or sharing sexual images of themselves or peers who are minors. Creating and/or distributing sexual images with minors may constitute the production and/or distribution of child pornography. If you suspect or are made aware that such activity is happening in your school, you should contact the local police or the Australian Federal Police www.afp.gov.au/contact.html#General, or your education authority for more advice.

Educators should also be cautious if intercepting any content which may constitute child pornography, and should not interact with the information, forward or share it in any way. They should immediately seek guidance from local police or the Australian Federal Police www.afp.gov.au/contact.html#General. 
Advice should also be sought regarding the creation and/or distribution of content that may demonstrate violence or bullying, or demonstrate illegal activities or any nature. 

Along with the risk of committing a criminal offence, students should understand that, once inappropriate material (be it illegal or not) is published online through computers or mobile phone services, it is likely that the material may exist forever in the digital environment regardless of any law enforcement action which may or may not be taken. Regardless of its legality, the persistence of such images and text online may cause embarrassment or other difficulties later in life. More information about protecting digital reputations is available within Protecting personal information Cybersafety Issue in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
School responses to managing access to inappropriate content

Schools should seek guidance from their local education authority regarding the use of a content filter or other technological tools to limit student access to inappropriate content. 

Establishing a cybersafety team 

The establishment of a specific cybersafety team can greatly assist with the implementation of a holistic and consistent approach to cybersafety practices within the school, including how to manage issues concerning student access to or creation of inappropriate content.

The cybersafety team would lead cybersafety issues, auditing schools policies and procedures and establishing and embedding new policies and procedures to enhance school wide cybersafe behaviours. This is explored further in Policies and procedures in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx. 
Establishing a cybersafety contact person

It may be useful for schools to establish a cybersafety contact person that students can report online concerns to. This role should be promoted to staff, students and parents and, ideally, would provide non-judgemental guidance to students and liaise between students and parents on issues concerning student safety and wellbeing. The student welfare officer may fulfil this role and the person may be a member of the cybersafety team.
Acceptable use Policies and Codes of Conduct

Schools may choose to implement an Acceptable Use Policy or Code of Conduct which provide guidelines to ensure ICT, including email and mobile phones, are used responsibly and productively within the school environment. Policies and procedures in the Schools section of the Cybersmart website www.cybersmart.gov.au/schools.aspx, provides guidance for schools to create cybersafety policies and provides links to state and territory specific policies and procedures provided by each of the education departments and offices for schools to access and use as a basis for their policy and procedure development. 
Educating students

Teaching resources are provided to help students understand the importance of being responsible cybercitizens and making safe and responsible choices about creating, sharing and accessing content.
Educating parents

Establishing a partnership between parents and the school is an important part of dealing holistically and effectively with problems involving access to inappropriate content. This website provides specific information for parents on how to restrict access to inappropriate content through the use of various technological tools. 

A newsletter article encouraging parents to share any concerns about inappropriate content, with the provision of the details of a cybersafety contact person is a positive way to foster good communication on this issue and manage inappropriate content. The article could also advise parents about how to complain to the ACMA if they come across content that may be prohibited. More information is available in the Parents section of the Cybersmart  website. 
Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 
These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section of of the Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for staff

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section of of the Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Resources and links
Assistance and information 

· The family or local GP may be able to assist parents with concerns about the health and wellbeing of their child and will be able to provide a referral to a psychologist or mediator to assist families with concerns about the impact of exposure to inappropriate content.

· The Kids Helpline www.kidshelp.com.au or phone 1800 551 800 can provide confidential support and assistance to children and young people with concerns about their online safety or may be upset following exposure to inappropriate content. The Kids Helpline phone number is 1800 551 800.

· The Cybersafety Contact Centre can provide general cybersafety information. To contact the centre, phone 1800 880 176.
Reporting prohibited online content

Contact the local police or the Australian Federal Police www.afp.gov.au/contact.html#General, or local state or territory education authority if there are concerns or suspicions that students may be taking and/or sharing sexual images of themselves or peers.

Educators should also be cautious if intercepting any content which may constitute child pornography, and should not interact with the information, forward or share it in any way. They should immediately seek guidance from local police or the Australian Federal Police www.afp.gov.au/contact.html#General.

Advice should also be sought regarding the creation and/or distribution of content that may demonstrate violence or bullying, or demonstrate illegal activities of any nature. 

The ACMA responds to community concerns about offensive and illegal material online by administering a national regulatory scheme that includes the investigation of complaints about prohibited online content, including internet and mobile phone content, and internet gambling services. To find out more or to report content that may be prohibited, visit the ACMA’s website www.acma.gov.au/WEB/STANDARD/pc=PC_90103. 
Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 
These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies 

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content 

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section of the Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for staff

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section of the Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Policies and procedures
Cybersafety policies and procedures have been developed by many education departments and offices across the states and territories. A list of all available policies and procedures is available within Policies and procedures in the Schools section of the Cybersmart website www.cybersmart.gov.au/schools.aspx.

For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
� 1. Classifications are set out in the Classification (Publications, Films and Computer Games) Act 1995.
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