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e-Security: protecting your computer
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e-Security: protecting your computer
Connecting to the internet is rewarding and enriching. However, any computer connected to the internet is potentially exposed to security threats which may be harmful.

e-Security is the process of ensuring that electronic information is kept safe from corruption and malicious attack and that access to it is suitably and effectively controlled.
Generally, school networks are supported by IT advisers who follow e-security measures recommended by local education authorities. These measures aim to minimise any security risks to computers used on school networks. 

e-Security threats can be brought into the school by students and staff opening email attachments or using USB memory sticks with files that are affected by viruses and other malicious software.

It is beneficial for all members of the school community to understand the importance of 
e-security to protect their home computers and the integrity of their school and personal files when used outside the school network.

This section of the website provides practical information on how to protect internet-connected computers and identify potentially compromised computers and networks.

Information about managing the disclosure of personal information online and, in particular, managing information to protect against criminal misuse and to protect digital reputations is available within Protecting personal information in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Common e-security threats
There are a number of e-security threats to be aware of and address. These include:

Adware

Adware is commercial software that delivers targeted advertising to users’ computers without consent. This software may track usage or surfing habits to ensure the advertisements are appropriately targeted for different users. Computers with adware may have a slow boot time or internet response, frequent system program crashes and/or a changed home page. Adware is sometimes offered in exchange for ‘free’ services, such as music downloads
Malware
An abbreviation for ‘malicious software’, malware is a piece of software that can be unintentionally downloaded and installed without users’ knowledge. Once operational, it can infect a computer with viruses, steal personal information and use the computer to send spam and commit fraud. Information about online scams and identity fraud are covered in detail within Protecting personal information in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.
Scams and fraud

The information gathered from adware, malware and spyware can be used for targeted scams or identity fraud. Online scams and fraud are covered in detail within Protecting personal information in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.
Spyware

Spyware software is sometimes unintentionally downloaded from the internet with legitimate program downloads. It will install itself in the background, often without users’ knowledge, and is designed to monitor users’ surfing habits. Spyware distributors may pass the information gathered to third parties who may use it to target advertising for products or services or it can be used in targeted online scams or identity fraud. Online scams and identity fraud are covered in detail within Protecting personal information in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.
The following signs may indicate that spyware is on a computer:
· the web browser opens on a different homepage

· the computer is slower than normal

· random error messages appear

· new toolbars and icons have been installed.

Trojan

A trojan is a type of malware disguised as a useful piece of software that really has a malicious intent; for example, it may present as a free screensaver or game. Trojans are used to gain unauthorised access to the computer. For example, a trojan infection can result in the logging of key strokes on a keyboard and can record usernames, passwords and sensitive personal information that is sent back to the controller.

Virus

A virus is a piece of computer code that may be introduced to a computer by an insecure internet connection, an infected website, a device plugged into the computer, or an email or downloaded file, without the knowledge of the user. The purpose of a virus is to corrupt the computer system or destroy data. Computer viruses can be hidden in documents or files and transmitted as email attachments, embedded in computer games, video clips or photos. 
The most common symptoms that a computer has been infected by a virus include:
· files and data have been deleted

· the computer takes longer to load programs or applications

· the computer takes longer to boot, continually restarts or does not start at all

· items and images on the screen are distorted and unusual images and text appear

· excessive network activity (lights blinking excessively on modem)

· the web browser opens on a different homepage

· internet pages are slow to load

· the hard disk may be inaccessible or appear to be working harder than normal

· disk space and filenames change 

· frequent system or program crashes.

This is not an exhaustive list and these symptoms may occur for reasons other than a virus infection. Seek advice from a computer professional if you suspect your computer may have become infected by a virus.
Worm

A worm is a self-replicating program that can spread without user intervention. Worms are designed to further infect computers with other types of malicious software, such as programs that send spam. A worm can spread by sending itself to all the contacts in an email program's address book, or via a security flaw in a program or in the computer’s operating system.
Stay Smart Online www.staysmartonline.gov.au, the Government’s site set up to provide Australian online users with practical tips and advice on e-security, provides home users with information on the latest e-security threats through a free alert service www.ssoalertservice.net.au. 
Consequences of poor e-security
Inadequate e-security measures can result in compromised computers and corruption of files, some of which may be lost. Computers that are not adequately protected are open to a range of online threats that can:

· compromise the operating system, enabling a remote attacker to control the computer’s functions 
· potentially provide access to sensitive information, such as financial details, to criminals
· potentially corrupt files leading to information loss. 

Computers with inadequate e-security measures can be compromised either intentionally by criminals targeting valuable information or by pranksters who look for ways to break security measures for fun, or even unintentionally, by friends/colleagues unwittingly passing on viruses from their own inadequately protected computer systems. Viruses can also be introduced by the user through a connection to a USB memory drive (they can become infected if used on an infected computer) or by downloading infected files from the internet or email attachments.
Providing students and staff with education about e-security will assist them to protect their computers.
Brief tips for students, parents and carers
Schools can provide the following brief tips to children and young people in need of guidance on this issue. Alternatively, age appropriate information and resources are available from the Parents, Young kids, Kids and Teens sections of the ACMA Cybersmart website www.cybersmart.gov.au. 
More comprehensive e-security information is available on the ACMA website www.acma.gov.au/WEB/STANDARD/pc=PC_310316 and on Stay Smart Online www.staysmartonline.gov.au. 
Use strong passwords

Use long and random passwords for any application that provides access to your personal information, including logging onto your computer. Ideally, the password should be eight or more characters in length, not a dictionary word, contain a mixture of letters and numbers and contain a mixture of upper and lower case letters. Change passwords regularly and use different passwords for each application. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for practical advice on how to set and protect a ‘strong’ password. The Australian Computer Emergency Response Team’s (AusCERT) website http://www.auscert.org.au/render.html?it=2260 also provides a comprehensive reference guide to Choosing good passwords.

Install and update anti-virus and other security software
Viruses and other malicious software, such as worms and trojan horse viruses, can alter or erase data on your computers and allow spammers and other intruders to use your computer and network. Viruses and worms spread fast, and new variations are constantly being released, so your anti-virus software must be updated regularly. 

Anti-virus software should be set to automatically scan all incoming and outgoing emails and any devices that are intermittently connected to a computer, such as a memory stick, a music player, digital camera, or other USB device. Set the software to automatically check for updates when connected to the internet. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for a guide to the installation and use of this software. The Internet industry Association also provides relevant information http://www.iia.net.au/index.php?option=com_content&task=view&id=187&Itemid=9.

Use a firewall and make sure it is turned on
A firewall is your computer's first line of defence against intruders. Firewalls can block all traffic between your network and the internet that is not explicitly allowed, preventing unauthorised access to your data. A firewall should be used in conjunction with anti-virus and anti-spyware software. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for a guide to the use and installation of this software.

Manage emails safely

Delete suspect emails immediately. If you do open an email that seems suspect, don't click on any links in the suspect email. Visiting websites through clicking on links in suspect emails may result in malware (malicious software). This is a commonly used and effective means of compromising a computer.

All email attachments should be scanned by anti-virus software before being opened. Anti-virus software can be set to do this automatically.

Use spam filtering software to manage unwanted emails and report spam to the ACMA. More information about spam is available within Protecting personal information in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Use safe internet browser settings
When browsing the web, creating documents, reading email and playing games, using a limited permission account can prevent malicious code from being installed onto your computer. A ‘limited permission' account is an account that does not have ‘Administrator' status. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for a guide to the use of appropriate security settings for your web browser. 
Keep up to date with security patches
Most operating systems are supported by automatic updates ('security patches') that fix vulnerabilities found in important software components. You should either use the 'automatic update' option, or subscribe to a security-related mailing list and install these patches when necessary. 

Check and alter default settings

After installing software, check the configuration and setting options—you may find the software has extra features you don't need or want. Turning off unnecessary services is a good security precaution.

Back up your data and files
Back up your data regularly and check that backups are working. Creating a copy or backup of data is an effective way to help recover information from a computer if a virus destroys files, or the computer is stolen or destroyed. For example, burn data, photos, videos, etc, onto a CD-Rom or a USB stick, or use an external hard drive (external to the computer) regularly. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for a guide to backing up data.

Use caution when sharing or downloading files
Don't download files or applications from suspect websites. The file or application could be malware. Sometimes the malware may even be falsely represented as e-security software designed to protect you. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for more information about sharing files safely.
Protecting wireless internet connections
Wireless networks require special attention to secure them from hijacking. Users should:

· change the default password to a ‘strong’ password
· turn off the SSID broadcast on the wireless router
· engage the highest level of encryption available for their wireless network, including turning the WPA encryption on
· restrict access to the wireless network with MAC address filtering
· monitor wireless networks for unusual activity
· turn off the wireless connection when not in use.

Internet service providers or software vendors will be able to provide specific advice about protecting wireless networks. Visit the Secure your computer section of Stay Smart Online www.staysmartonline.gov.au for a more detailed guide to securing wireless internet connections.
Keep up-to-date with security information
It is recommended that users keep up-to-date with security advice that affects their systems.

Stay Smart Online provides home users with information on the latest e-security threats through a free alert service www.ssoalertservice.net.au. 
Reputable organisations such as Australian Computer Emergency Response Team (AusCERT) www.auscert.org.au, operating system (eg, Windows, MacOS, Linux) vendors, and anti-virus/security software vendors also provide security information about emerging threats to computer security.
School responses to e-security issues
Schools should seek guidance from their local education authority regarding appropriate technological tools to limit e-security risks to computers used on school networks. Many school networks are also supported by IT advisers who can provide expertise in this area.    

Establishing a cybersafety team 

The establishment of a specific cybersafety team can greatly assist with the implementation of a holistic and consistent approach to cybersafety practices within the school, including advice about school based e-security issues.

The cybersafety team would lead cybersafety issues, auditing schools policies and procedures and establishing and embedding new policies and procedures to enhance school wide cybersafe behaviours. This is explored further in the Policies and Procedures section of this website.

Establishing a cybersafety contact person

It may be useful for schools to establish a Cybersafety contact person that students can report online concerns to. This role should be promoted to staff, students and parents and ideally would provide non-judgemental guidance to students and liaise between students and parents on issues concerning student safety and wellbeing. The student welfare officer may fulfil this role and the person may be a member of the cybersafety team.
Acceptable use Policies and Codes of Conduct
Schools may choose to implement an Acceptable Use Policy or Code of Conduct which provide guidelines to ensure ICT including email and mobile phones are used responsibly and productively within the school environment. Policies and procedures in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx provides guidance for schools to create cybersafety policies and provides links to state and territory specific policies and procedures provided by each of the education departments and offices for schools to access and use as a basis for their policy and procedure development.  

Educating students

Education about e-security issues and risks will help to ensure children and young people understand how to minimise risks outside the school environment. Teacher resources in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx provides age appropriate resources to teach children about e-security including links to the Budd:e E-security Education Package outlined below.  

The Stay Smart Online website http://www.staysmartonline.gov.au/games-videos/budde hosts the Budd:e E-security Education Package which is designed to raise the e-security awareness of Australian primary and secondary school students and help them stay smart online. The Budd:e E-Security Education Package consists of two activity-based learning modules, one for primary and one for secondary school students. Both modules contain engaging, media rich activities and resources developed in consultation with teachers and subject matter experts. 
Educating parents

Establishing a partnership between parents and the school is an important part of dealing holistically and effectively with problems involving access to inappropriate content.   

A brief newsletter reference to the school’s education commitment to e-security with some of the brief tips listed in this section and a link to the supporting parent information is a useful approach to raising awareness about e-security. Schools can direct parents to e-security information for parents in the Parents section on the ACMA’s Cybersmart Website www.cybersmart.gov.au.

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 

These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Resources and links

Assistance and information 
· The Cybersafety Contact Centre can provide general cybersafety information. Phone 1800 880 176. 

· If you suspect a computer has been compromised, contact your internet service provider or local computer professional about e-security measures.

· For more information on online fraud and identify theft, visit the ACCC’s Scamwatch website www.scamwatch.gov.au. 
Teaching resources

Teacher resources in the Schools section of the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx are available to help educate students about e-security.

Internet safety awareness presentations

As part of its Cybersafety Outreach program, the ACMA offers free general internet safety awareness presentations for parents, students and teachers. Each presentation is approximately 60 minutes, excluding question time. 

These presentations are easy to understand, thorough, non-technical and informative. They cover a range of issues including: 

· the ways children use the internet and emerging technologies

· potential risks faced by children when online such as cyberbullying, identity theft, inappropriate contact and exposure to inappropriate content

· tips and strategies to help children stay safe online.

Visit Book school seminars in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

Professional development (PD) for educators

In consultation with key stakeholders and education bodies, the ACMA has developed a free and accredited Cybersafety Outreach—Professional Development (PD) for Educators program. The program is available as a full-day workshop or as 3 x 2hr sessions and provides teachers with a comprehensive understanding of a modern student’s technology profile, digital literacy, positive online behaviour, personal and peer safety and the school’s and teachers’ legal obligations to minimise and address risks.

Visit Book teacher professional development in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx to make a booking.

More information 

For more information on protecting personal information online, visit Protecting personal information in Common cybersafety issues in the Schools section on the ACMA Cybersmart website www.cybersmart.gov.au/schools.aspx.

Information about e-security for parents is provided in the Parents section on the ACMA’s Cybersmart website www.cybersmart.gov.au. 
Useful links

ACMA Spam and e-Security www.acma.gov.au/WEB/STANDARD..PC/pc=PC_310294
Australian Computer Emergency Response Team www.auscert.org.au/render.html?it=2260
Internet Industry Association Security Portal www.security.iia.net.au/
Stay Smart Online www.staysmartonline.gov.au
For more information, contact the

Australian Communications and Media Authority

Cybersafety Contact Centre

Tel: 1800 880 176

Email: cybersafety@acma.gov.au
www.cybersmart.gov.au
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